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Introductory Comments 

The European members of the GSMA welcome the European Commission white paper, How to 
master Europe’s digital infrastructure needs?, which clearly recognises the problems faced by 
Europe’s telecoms sector and offers a range of possible scenarios to address them. 

The focus of the white paper on the strategic and cri3cal role of digital connec3vity in the wider 
European economy is much appreciated. In our view, this is a fundamental premise for an overhaul 
of different pillars of the regulatory framework to support necessary investment in connec3vity 
infrastructure to meet Europe’s Digital Decade targets, boost European innova3on and 
compe33veness and keep pace with other leading economies.  

By now, there is broad recogni3on across stakeholder groups that connec3vity is the backbone of a 
compe33ve digital and green economy.1 As was recently stated in the report by Enrico LeYa, “In the 
global landscape, digital technologies drive industrial produc=vity and ci=zen well-being. A healthy 
and secure electronic communica=on sector is crucial for the green transi=on, innova=on, and 
resilience of the Union, especially in terms of cybersecurity”. Europe’s compe33veness is closely 
linked to the state of digital connec3vity infrastructure as the basis for economic growth, prosperity 
and the ability to create advanced solu3ons that benefit Europe, e.g., in educa3on, healthcare, 
transport and environment.  

The Commission rightly emphasises the poor financial health of Europe’s telecoms sector, which 
currently faces a large investment gap to meet the Digital Decade Targets, and the lack of 
aYrac3veness to investors stemming from declining profitability, low average revenue per user 
(ARPU)2, fragmenta3on and lack of assets with sufficient scale. Unless urgent ac3on is taken, 
according to the European Commission’s 2023 report on the state of the Digital Decade, the EU will 
not meet its connec3vity targets in 3me. 

Our sector faces unprecedented and systemic challenges in rolling out the infrastructure necessary to 
meet these targets. Revising spectrum policy, accep3ng the need for scale to avoid market 
fragmenta3on, embedding fairness in the value chain to speed the rollout of next genera3on 
networks, and upda3ng telecoms regula3on to reflect convergence and compe33ve market 
dynamics should form the basis of a new approach. We are encouraged to see that these elements 
feature prominently in the text of the Commission’s white paper. 

As Europe has entered a new geopoli3cal era characterised by increased polarisa3on, trade barriers, 
emerging conflicts and a global tech race, cubng-edge digital networks, cloud compu3ng and AI 
become the determining factors for economic security and compe33veness. Against this 
background, we are encouraged by the Commission’s considera3ons to widening the objec3ves of 
the regulatory framework. To address industrial compe33veness, economic security and 
sustainability. 

The white paper aptly describes the acute challenges facing the telecommunica3ons sector, and the 
GSMA is now calling for urgent ac3on in the form of clear and prac3cal solu3ons, and a reset in the 

 
1 TTE Council meeAng, 5 December 2023, hFps://www.consilium.europa.eu/en/meeAngs/Fe/2023/12/05/ 
2 ETNO State of Digital CommunicaAons, 2024 

https://www.consilium.europa.eu/en/meetings/tte/2023/12/05/
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regulatory environment. The scale of ambi3on for reforms should be increased to match the scale of 
the problems iden3fied.  

We believe there is a cri3cal need for swid ac3on in the following areas: 

1. Launch ini)a)ves that enable European telecom operators to build scale by allowing in-market 
consolida)on. Scale is cri3cal to foster the significant investment needed to deliver beYer 
outcomes for European consumers, ensure that European telecom operators remain 
independent and financially secure, and ensure that technological challenges can be addressed. 
In addi3on, addressing barriers to the single market could unlock cross-border efficiencies that 
might foster cross-border consolida3on in the long term. 
 

2. Rebalance the digital ecosystem by ensuring equivalent rules for all service providers, levelling 
the playing field and promo)ng healthy compe))on across the digital value chain. The lack of 
a single market for telcos is exacerbated by the competitive imbalance this creates between 
‘traditional’ telcos and other players (such as OTT communications service providers, CDN 
operators or cloud service providers). Despite providing equivalent or complementary services, 
these other players are not subject to the plethora of rules that telcos face, or they already 
benefit from frameworks centred on higher levels of harmonisation and/or truly effective 
‘country of origin’ principles. In effect, this has enabled them to easily scale up and deploy 
services across Europe. 
 

3. Re-evaluate the exis)ng regulatory framework that was conceived 20-30 years ago, and update 
the policy objec)ves and principles to match today’s market reali)es and challenges. 
Continued fragmentation in the application of ‘telco’ and adjacent regulations across the 
Member States has prevented operators from being able to take advantage of scale at the 
network or service layer. For example, it has not been possible to take advantage of the 
continued evolution in network technology to develop a centrally controlled single core network 
due to fragmented rules, for example, strict localisation rules in relation to facilitating law 
enforcement obligations which would need to be addressed before a country of origin principle 
can be effectively applied. 
 

4. Establish a pro-investment approach to EU spectrum policy, including adop)on of best 
prac)ces to achieve a more predictable and harmonised approach to spectrum auc)ons, 
licensing costs, prolonga)on of licences and identification of future bands. The very high 
auction costs for mobile spectrum in Europe have consistently extracted funds from the sector 
which could have been used for investment. By October 2023, European operators had spent a 
total of €26 billion at spectrum auctions for the 5G pioneer bands.3 This was not a one-off, but 
adds to the debt burden that built up from the 3G and subsequent 4G auctions. A more pro-
investment approach to EU spectrum policy will be a key driver of Europe’s connec3vity goals. 
Effec3ve spectrum policy can support strong and sustainable economic growth and ensure 5G for 
all European ci3zens and businesses by the end of the decade.  
 

5. Enhance data efficiency through relevant economic signals for bandwith usage and via efficient 
codecs and data saving mode by default, and extend circular economy principles to network 
equipment and the EU taxonomy for green investment in electronic communica)on networks, 

 
3 The State of Digital CommunicaAons 2024, ETNO, January 2024 
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based on robust metrics. The mobile industry is commiYed to reducing its own emissions, and it 
is making a significant contribu3on to comba3ng climate change through reducing the emissions 
of wider industries through smart connected technologies. By increasing connec3vity, improving 
efficiency and impac3ng consumers’ behaviour, mobile-network-enabled technologies are 
helping to reduce emissions. This ‘enablement effect’, however, requires a number of further 
policy ac3ons to show its full poten3al, first of all helping the operators address the energy 
challenge and including telco networks in the scope of EU taxonomy. 

We underline that there is an urgent need for ac)on. Not only are technologies and market 
dynamics evolving rapidly, but the European telecommunica3ons sector is not currently in a financial 
state to deliver the Digital Decade targets on 3me. These challenges need to be addressed by a swid 
reform that should happen before the EECC review takes place – otherwise, the Digital Targets 2030 
will not be reached.  

The consequences of missing the Digital Decade targets go far beyond the digital sector and could 
lead to lost opportuni3es and unrealised innova3ons in, for example, smart manufacturing, 
advanced healthcare services and smart mobility. High priority should therefore be given by the 
Commission to a legisla3ve proposal, such as a Digital Networks Act, that addresses these challenges 
at an early stage in the new mandate.  

Below, we provide our analysis of the Commission’s proposed scenarios in the white paper and our 
recommendations on how to complete the European digital single market.  

Pillar I: Crea4ng the “3C Network” 
The GSMA welcomes the Commission’s industrial-policy approach to expanding Europe’s 
technological capacity, and we support the idea of public-private collaboration to foster a 
community of innovators working on the connected-collaborative-computing (3C) network. 
Mobilising a variety of stakeholders from the connectivity ecosystem to develop large-scale pilots is 
a prerequisite to building up digital innovation in Europe while using resources and skills efficiently. 
 
We welcome the Commission’s focus on funding opportunities, in particular to streamline funding 
initiatives (i.e., a one-stop shop) which could also serve as a way to help programmes run more 
efficiently and remove bureaucracy. For example, a more efficient approval process for IPCEI is 
desirable. While EU funding is important, unleashing more private sector investment into 
connectivity and cloud solutions will require significant regulatory reforms, including in important 
areas such as spectrum and competition, as detailed below.  
 
Looking to the future, the convergence of technologies such as AI and big data, blockchain, edge 
compu3ng, virtual and augmented reality and advanced mobile networks present an opportunity for 
the complete transforma3on of the digital sphere. This will profoundly reshape the telecom sector.  
Telcos will transform into future-facing technology communica3ons companies, a shid that will drive 
further innova3on across several layers of the value chain, demand further digitalisa3on of telecom 
networks and reposi3on the industry within the broader internet ecosystem. 
 
The GSMA community is currently focused on creating an open, network-as-a-service environment 
to integrate the service portfolio (i.e., connectivity, 5G, IoT, cloud) and enable seamless connectivity 
for immersive technologies. This approach will deliver, through application programming interfaces 
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(APIs), various connectivity options for developers in different sectors who are improving their 
business processes and building new digital services — powering the next wave of innovation.  
 
New technologies and innovation feature prominently throughout the white paper, and we 
appreciate that. As a general comment, however, it should be kept in mind that each mobile 
generation faces a years-long journey from deployment to scale to investment returns through new 
market propositions and the exploitation of new network capabilities by application developers and 
enterprises. As such, 5G technology is expected to be the prevailing technology in the period 
towards 2030.  
 
Today, mobile operators are still spending heavily on 5G deployment. Although consumer adoption 
has been fast, monetisation of 5G remains a challenge. Boosting service innovation and ecosystem 
enablement and evolution (e.g., interoperable networks and services) is therefore an area that in 
our view deserves particular attention — instead of focussing exclusively on 6G. 
 
In the context of evolution and innovation, it is essential to promote enhanced interoperability, open 
standards and open-source solutions. This approach will foster innovation and facilitate adaptation 
to new technologies. This should come together with enhanced EU involvement in international 
standardisation and normalisation processes. We consider an increased role of the EU in 
standardisation bodies to be of utmost importance — to ensure the development of open solutions 
and avoid lock-in effects with the emergence of proprietary and non-EU dominant solutions.  
 
In addition to the large-scale pilots suggested under Pillar I, we ask the Commission to adopt a more 
forward-looking approach and support the Open RAN evolution. Open and disaggregated network 
architectures provide operators with greater flexibility in selecting and optimising network 
components and services while reducing dependency on a very limited number of network vendors, 
thereby stabilising network equipment supply chains. Open RAN also has the potential to drive 
competition, leading to new entrants, greater innovation and flexibility in deployment, all of which 
will contribute to greater resilience of the mobile sector. 
 
Governments outside of the EU (e.g., United States, United Kingdom, Japan) are actively supporting 
and funding Open RAN (e.g., NTIA funding in the US) to speed its growth and to attract companies as 
part of a new ecosystem. The lack of a common approach to Open RAN in Europe is a disadvantage, 
and we therefore propose a new scenario in the paper dedicated to Open RAN, which would include:  
  
§ Strategic, political and financial support for a coherent Open RAN approach in the EU that looks 

at the end-to-end integration of different components — both on the hardware and software 
side, specifically systems integration, network automation and integration of AI, and cloud. This 
would help to build a relevant EU ecosystem, also relying on incumbent network equipment 
vendors. 

§ Allocation of dedicated funding to trusted EU Open Labs, hosted by European MNOs, for the 
validation and certification of Open RAN systems integration. This would allow the 
industrialisation of a pan-European framework to certify Open RAN configurations in line with 
European operators’ choice of vendors and configurations. A consortium of EU-funded Open 
Labs would avoid fragmentation and test duplications, while ensuring privileged access to test 
facilities for local vendors. 
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For technology rollout, funding for research and development will continue to be crucial, first of all 
through IPCEI’s. The focus should be on supporting the transition of technology from research stage 
into the go-to-market stage, supporting also the deployment of privately developed technologies. 
IPCEI focused on infrastructure should be instrumental in such funding, enabling the necessary scale. 

 
We also call for consideration of other incentives, such as financial and tax4 ones. This, together with 
making the IPCEI’s less bureaucratic and complex and more speedy, especially in the stages between 
announcement of the programme to the notification of the funding decisions, will contribute to 
simplicity and speed of the industrial policy measures. 

 
Additionally, we see a need for better coordination of the funding activities by EU and Member 
States, preferably with a single governance and a single information point for various funding 
opportunities relevant for digital, such as Multi-Country Projects, the Connecting Europe Facility, 
Horizon Europe and Digital Europe programs. This more integrated approach would deliver 
significant synergies. 
 
Telco Cloud requires an approach distinct from Edge Cloud. The purpose of Telco Clouds is distinct 
from the Edge Cloud in the sense that it is a specialised cloud computing environment, developed to 
accommodate and optimise the working of telecom network technology, for example to support 
backbone networks. Its role in future telecom innovation will be critical, as it is expected to underpin 
future developments not only of 5G but also of 6G and Open RAN.  
 
Its key function will be to support the dynamic allocation of resources and virtualisation of network 
functions, enabling innovative services and applications that require robust, scalable and agile 
network capabilities. One of the key consequences is the need for a high degree of customisation 
and specialisation compared to conventional cloud solutions. In summary, Telco Cloud goes beyond 
being merely a new platform. Its is a catalyst for transformation within the telecommunications 
sector, addressing the upcoming connectivity demands. For the above reasons, we do not expect 
Telco Clouds to function in parallel as a customer Edge Cloud, due to the high degree of 
customisation and specialisation of the former.  
 
Sufficient importance should be placed particularly on the federation of various software solutions. 
The choice for a single Telco Cloud stack should not be determined politically. Interoperability 
among various industry solutions, including the interoperability between various layers, should be 
prioritised instead. This approach would enable the market to determine the most viable solutions 
while achieving the necessary scale. 
 
Specifically for network cloudification, specialised, secure and sufficiently capable infrastructure is 
required to address the specific requirements and challenges of telecommunications. However, this 
also raises questions regarding the applicability of existing legislation such as the Data Act. While the 
Data Act aims to facilitate cloud switching and interoperability, it remains unclear whether it will 
have any meaningful impact on Telco Cloud solutions due to their customised nature. 

 
4 For comparison, success of the InflaAon ReducAon Act in the US is, among other factors, based on fact that it 
introduces tax incenAves, transprent and significantly more easy to implement than stat aid-based incenAves. 
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Pillar II: Comple4ng the Digital Single Market, Scenarios 4 and 6 

 
Scenario 4: Addressing the converged electronic communications connectivity and services sector … [by] 
broadening the scope and objectives of the current regulatory framework to ensure a regulatory level playing 
field and equivalent rights and obligations for all actors and end users of digital networks where appropriate 
to meet the corresponding regulatory objectives. 

Scenario 6: In order to facilitate the single market and building scale for activities of all players, the 
Commission may consider … a more harmonised approach to authorisation (through the possible 
establishment of a ‘country of origin’ principle for certain activities less connected to consumer retail markets 
and local access networks. 

Context 

The EU’s regulatory framework for ‘telecommunications’ has evolved significantly over the years, 
from initial liberalisation through to the current framework, primarily defined by the European 
Electronic Communications Code (EECC or Code). These evolutions have had a number of goals, 
including harmonising the rules to create a ‘telco single market’, and addressing technological and 
market shifts occurring in the sector. These goals, however, have not yet been achieved.  

First, the EECC remains a Directive and is subject to delays in transposition and variations in how it is 
interpreted and implemented nationally. Furthermore, telcos remain subject to a range of non-
sector-specific obligations, such as those in areas of law enforcement and security, which are 
inherently national in their implementation. 

Second, the communications sector has undergone profound changes in recent years, and will 
continue its technological transformation, with new technologies and use cases having a ‘delayering’ 
effect on what was once an integrated telco value chain. This has opened up use cases such as NaaS, 
Open RAN and Open APIs, supported by edge cloud, quantum encryption and AI. These 
developments will facilitate new and secure network and customised business services and 
applications to enhance productivity, foster economic growth, accelerate the green transition and 
further embed connectivity into every aspect of daily life. 

However, while vertically integrated telcos continue to play a critical role in the electronic 
communications ecosystem, the delayering set out above has allowed a range of new players to 
enter at various points in the value chain, offering equivalent and competing (e.g., OTT messaging 
and voice services) or complementary (e.g., software to support network cloudification, CDNs) 
services. Despite playing an increasing role in the electronic communications sector, these players 
are not regulated in the same way.  

The problem 

As a consequence, there is neither a telecom single market nor a regulatory level playing field. This 
creates a number of risks.  

First, services consumers consider to be functionally equivalent are subject to different consumer 
protection rules, thereby creating confusion among end users.  

Second, it limits the ability of parties to compete fairly. This can play out in a number of ways. For 
example, there is a clear competitive disadvantage in the development and deployment of 
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innovative and value-creating services if one group of players is subject to complex and costly 
regulatory obligations and the other is not. Furthermore, if certain players, such as cloud service 
providers, provide increasingly critical components of network infrastructure, yet are not subject to 
‘network-based’ regulation, they will gain significantly greater bargaining power, enabling them to 
impose unfair conditions. 

This unlevel playing field is evidenced by the extreme disparity in fortunes between European telcos 
(which have suffered years of continuous downward ARPU pressure, and ROCE lower than WACC for 
over a decade) and the small number of big tech firms, which have been able to use this inconsistent 
regulatory system to their advantage, scaling up to become serious players in a number of levels of 
the communications value chain. The pattern that our industry has been facing with OTT messaging 
services is consequently repeating itself in the context of ‘network-based regulation’. 

We provide in the annex a list of areas of regulation where we see these two aspects of 
fragmentation highlighted above.  

In combination, these issues have played a significant role in the downward trend in the economic 
health of Europe’s telco sector. This is despite the best efforts of our industry to address these 
problems through, for example, rightsizing their business by exiting markets where it made sense to 
do so, spinning off valuable assets such as netcos or towercos mainly to decrease debt, and pursuing 
scale wherever possible.  

However, it is not enough. Absent meaningful reforms, investment in next-generation network 
infrastructure and innovation that is vital for Europe’s future competitiveness remains at risk. 
Additional disvestment by operators could further erode Europe’s strategic autonomy.  

The solu=on 

The white paper presents high-level suggestions on how these issues could be addressed, including 
in Scenarios 4 and 6: 

§ Broadening the scope and objectives of the regulatory framework to ensure a level playing field  
§ Harmonising the approach to authorisations, including possibly introducing a country of origin 

principle for activities such as core networks and core network services (Note: Spectrum is dealt 
with in a separate section.) 

We welcome the broad thinking and would ask that the European Commission continue to consider 
options to address this issue in its next mandate. In particular, we call on the Commission to focus 
on updating the EECC and introducing a new Digital Networks Act as early as possible under the new 
mandate.  

We believe more consideration is needed as to how, exactly, these issues should be addressed as 
part of these reforms. In particular, we would welcome an assessment of the following: 

Addressing technological developments. As noted above, a number of technological developments 
mean that certain players (e.g., cloud service providers, CDN operators, submarine cable players) 
play an increasingly important role in the virtualisation and privatisation of (global) network 
infrastructure, and with CSPs providing inputs crucial for network evolution5. Similarly, others have 
entered the same markets as telcos and provide clearly competing services (e.g., OTT 
communication services). Yet they either remain outside the scope of the broad regulatory 
framework for digital and communications networks — for example, the DMA is based on the 

 
5 See also BEREC’s Report on Cloud and Edge CompuAng Services (2024), e.g., chapter 6 



 

GSMA Response to European Commission white paper, 27 June 2024 
 

10 

“gatekeeper” notion — or are subject to a different level of regulation, e.g., in comparison to the 
EECC and the OIR. To address this, two routes could be considered.  

§ First, an assessment of whether the current definitions under the EECC remain fit for purpose and 
consideration of an update to ensure analogous services are covered by equivalent rules 

§ Second, an assessment of whether some of the core principles of the telecommunications rule 
book (e.g., access, interconnection and portability) should be applied to other aspects of the 
communications value chain that are currently free from such obligations 

We also highlight that the Commission made great strides in its last mandate in introducing several 
digital regulatory frameworks including the DMA, the DSA, the Data Act and the AI Act. These are 
designed to help promote technology development and adoption in the EU, encourage competition 
and address regulatory gaps. However, as these are in the early stages of implementation, it is not 
yet clear to what extent they will level the regulatory playing field. For example, in the context of 
cloud services, while the DMA in principle could be applied to cloud service providers with 
‘gatekeeper’ status, no provider has so far been designated, meaning the DMA cannot be used as a 
tool to address the issues identified above. Similarly, the Data Act includes provisions to support the 
interoperability of cloud infrastructure, and the ability to swap between cloud providers. It is not yet 
clear, however, how this could be applied in the context of network cloudification/virtualisation 
software. We therefore call upon the Commission to ensure these new frameworks are 
implemented effectively, including by providing further clear implementation guidance on how they 
can be applied in these developing areas.  
 
A regulation that currently limits the creation of innovative European digital services and puts ECS 
providers at a disadvantage compared to other players is the e-Privacy Directive. The e-Privacy 
Directive imposes limitations on the adoption by ECS provider of anti-fraud measures that would 
protect our customers from impersonation fraud, and which are also being discussed in the context 
of the Payment Service Regulation currently in negotiation process at the EU level. Network 
operators would currently require an exemption at (each) Member State level, as already foreseen 
int the e-Privacy Directive itself, more precisely for the application of Articles 5, 6 and 9 on the basis 
of preventing illegal activities. The fragmented implementation has so far created delays and legal 
uncertainty that ultimately hinders innovation on anti-fraud techniques and negatively impacts end 
users. 
 
Several of the application programming interfaces (APIs) that could be provided via the Network as a 
Service (NaaS) model could face critical operational challenges. An example of this is the case of the 
API for authentication exposed within the Open Gateway initiative led by the mobile industry. A 
strict interpretation of the e-Privacy Directive by the data protection authorities could require 
explicit consent as an independent act when using the client IP address for authentication purposes 
in order to provide access to the service, thus voiding the security advantages for users of a IP based 
authentication, alerting scammers, worsening consent fatigue and, in general, destroying the 
business case, just due to a formalism. This would only imply an unjustified regulatory and 
technological asymmetry not applicable in other contexts using IP-based authentication, like the 
eEvidence Regulation or authentication based on cookies, and may jeopardize the initiative, which 
would not be able to play the foundational role envisaged for achieving a fully virtualised and 
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cloudified network environment, with its possible impact on a Digital Single Market as a facilitator of  
the provision of pan-European services. 
 
While the EC should consider a permanent solution for the challenges faced by ECS providers to 
innovate resulting from the ePrivacy Directive, the industry needs a swift solution in the form of 
guidelines to tackle the challenges outlined in the above examples in the short term. The limitations 
faced by the industry have a direct impact on initiatives such as Open Gateway that cannot wait for a 
long term solution. 
 
Achieving greater harmonisation, removing barriers to the single market. Telcos could improve 
efficiencies in the long term, were they able to develop and deploy certain services on a cross-
border or even pan-EU basis. However, the deployment of such services or centralised core 
networks is currently blocked due to largely fragmented regulations, such as those outlined in the 
annex.  

Consequently, we support the intention of the European Commission to explore further how these 
efficiencies and scale could be achieved. For example, we welcome the Commission considering this 
topic in its white paper, and the thinking behind the country-of-origin principle that is suggested. 
Similarly, we believe the ideas put forward in Enrico Letta’s subsequent paper, which proposes the 
creation of a centralised EU governance model for pan-EU networks and services, deserves 
exploration.  

However, developing and applying these principles in the communications sector context would 
require careful consideration, as there is uncertainty regarding how, exactly, any ‘country of origin’ 
principle or two-tier regulatory framework as suggested in Letta’s paper could be applied in practice. 
If done incorrectly, it could lead to a ‘race to the bottom’ (as we have seen in relation to GDPR 
enforcement) or confusion over who has authority over complex regulatory issues such as 
numbering plans. 

For example, while we welcome the Commission’s approach to finding ways to promote the 
development of cross-border services, we see a number of potential pitfalls that would need to be 
carefully worked through, including: 

§ If the country-of-origin principle is applied to the General Authorisation notification regime itself, 
then although this would help streamline notification processes, it would not address the fact 
that the authorisation then enables national authorities to apply a range of obligations that are 
typically applied, in a fragmented manner, at the local level (for example, access to spectrum, 
numbering resource, law enforcement obligations).  

§ If we are to assume that the country-of-origin approach would apply also to these obligations 
(e.g., the operator would only need to comply with the rules from the country in which they are 
headquartered, even where providing certain cross-border or pan-EU services), this may throw 
up certain challenges. For now, a number of the obligations that may be attached to a General 
Authorisation (such as the ability of national authorities to require lawful intercept) remain 
inherently national and furthermore sit outside of the telecommunications regulatory framework 
itself. Therefore, how these obligations may need to evolve in order to fit into this concept would 
need to be thought through.  
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§ The white paper refers to applying this concept only to certain types of networks or services (e.g., 
core network services), but as of now it remains unclear who would be captured under this 
definition and which of their services would be covered. For example, would this include the 
expansion of this concept to other ‘non-telco’ players that now play a key role in the deployment 
of network resources? And if so, how can it be ensured that there are no competitive distortions 
between those different types of players?  

In addressing these questions, it will need to be assessed whether such an approach ultimately 
addresses the fragmentation that is preventing the existence of a telco single market and the 
creation of a level regulatory playing field.  
 
It would also be helpful to time this transition to a new regulatory framework in a way that supports 
the transition to the next generation of digital networks. This is because, as it stands, European telco 
operators have designed their networks to manage the different and complex obligations that apply 
at Member State level. It will be very challenging (indeed, even economically unfeasible) to 
rearchitect these fully to take advantage of any new country-of-origin principles in the short term: 
any such shift would come with technology refreshes in the coming years. For European mobile 
operators, the potential benefits from a country-of-origin authorisation for core networks may 
therefore be less impactful until after a new generation of technology is implemented. 

In addition to potential new governance models, there are areas of the regulatory framework where 
further action could be taken to encourage harmonisation, as outlined in the annex.  

The Commission should consider how to encourage further harmonisation, for example through: 

§ Further streamlining the general authorisation and notification regime, ensuring more 
hamonisation of rules applied to operators including on consumer law, security provisions (see 
below); and 

§ Issuing further implementation guidance on best practice implementation of certain regulatory 
measures, and encouraging member state authorities to follow this.  

Enabling scaled-up business services. The EECC recognises that larger enterprises constitute a 
specific category of customer, distinct from consumers and SMEs.6   

However, the EECC is not consistent in its application of this principle nor is the principle applied in a 
harmonised way across the EU. In the operative part of the Directive, there is no specific definition 
of ‘larger enterprises’, and there is no operative provision that actually specifies that services offered 
to larger enterprises are to be exempted from consumer protection provisions. As such, services to 
larger enterprises arguably remain subject to the same consumer protection provisions that apply to 
individual citizens, SMEs and nonprofits, even though they are governed by bilaterally negotiated 
contracts. In practice, this causes confusion on the part of operators and can result in redundant or 

 
6 In Recital 259, the EECC states that “The bargaining position of [microenterprises, small enterprises and not-
for-profit organisations] is comparable to that of consumers and they should therefore benefit from the same 
level of protection unless they explicitly waive those rights … larger enterprises usually have stronger 
bargaining power and do, therefore, not depend on the same contractual information requirements as 
consumers.” 
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unpracticable obligations. This impacts operator’s ability to scale up business services and, in 
particular, hampers efforts to offer cross-border services (as set out in detail in the annex).  

The Italian authority AGCOM acknowledged and addressed the peculiarity of this situation in 
December 2023, when it confirmed that services offered to larger enterprises are to be excluded 
from the scope of its consumer protection Resolution 307/23/CONS. The GSMA believes that this 
acknowledgement should be made explicit at EU level via clearer articulation in the regulatory 
framework, which should then be adopted by all Member States. 

Streamlining regulation. While we recognise that certain rules remain inherently national in 
character, we would welcome a detailed assessment of how to further streamline certain areas of 
e.g., consumer protection rules and the telco regulatory framework. This would support not only the 
provision of services across Member States, but also the development and deployment of national 
consumer services and other processes, which currently must be designed on a per-market basis.  

Without dealy, it should be considered whether any of these rules need to sit in sector-specific 
legislation, or whether it would make sense to remove them where justified in light of existing 
horizontal legislation. A key example is in relation to consumer protection rules, which have been 
layered with numerous EU-wide directives providing room for Member States to further tweak at 
national level. A reduction and simplification of EU-wide consumer protection measures, e.g., by 
removing those which are obsolete or where horizontal frameworks such as the Consumer Rights 
Directive suffice, should therefore be considered.  

We appreciate that each of these options comes with trade-offs that would need to be carefully 
considered as part of the review process. We remain fully open to working with the Commission to 
assess this in the next mandate.  

The white paper rightly acknowledges the importance of obstacles to the single market stemming 
from, for example, national security legislation, and suggests ways that would facilitate the relevant 
authorities of Member States to align on the applicable security conditions, thereby removing 
barriers. While the Commission may have no legal basis to use legislative measures here, it can 
encourage dialogue between Member States in the framework of security cooperation with the 
intention of finding workable solutions.  
 
The white paper also rightly iden3fies the growing importance of cybersecurity and resilience given 
the increasingly unstable geopoli3cal context. It is important to note, as highlighted by the 6 May 
Council conclusions on the future of cybersecurity, that the EU can already rely on a large number of 
exis3ng cybersecurity rules, both horizontal and sector-specific. The last TTE Council conclusions on 
the future of cybersecurity from 21 May also called for a mapping of rules to iden3fy duplica3on and 
overlaps, and focus on the implementa3on and enforcement of exis3ng rules.  

Open Internet Regula4on 
The aim of the Open Internet Regula3on is to ensure the “func3oning of the internet ecosystem as 
an engine of innova3on” in Europe and to protect end users from the ac3ons of those iden3fied at 
the 3me as ‘gatekeepers’ in the digital ecosystem – the internet service providers.  
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This aim is well understood, and telco operators stand behind the protection of users’ rights with 
respect to the openness of the internet, and we therefore reiterate as an industry our commitment 
to ensuring that the internet remains open, with all end users able to access and share legal content 
of their choice without restriction.  
 
However, with the technological evolu3on over the past decade leading to significant commercial 
and structural changes in the digital ecosystem, the legi3mate aims of the regula3on are no longer 
delivered under the current rules. 
 
Now is therefore the right time for the European Commission to provide more clarity on the 
interpretation and application of the Open Internet Regulation in the context of developments 
including the following: 
 
New digital use cases. For instance, operators are enhancing their networks to support advanced 5G 
capabilities such as network slicing and high-speed, low-latency technologies. This includes 
transitioning towards more flexible, software-based networks that can offer on-demand connectivity 
(i.e., NaaS) at the quality required by specific applications and services, via developments such as 
network APIs. However, these types of services, which offer a far more symbiotic relationship 
between content and connectivity, sit at odds with the core principle of ‘equal treatment of traffic’ 
enshrined in the open internet rules, and it is very difficult to navigate the narrow exceptions to this 
rule, such as the ‘specialised services regime’.  
 
Network management techniques. New network technologies are enabling more efficient traffic 
management, which could mitigate the impact of rising traffic volumes without necessitating 
network expansion. However, many of these do not sit comfortably within the condi3ons for 
compliant traffic management. An example would be ‘L4S’ which would allow content providers to 
‘mark’ their packets if they require low-latency, which would facilitate a more effec3ve queuing 
system for traffic. 
 
Regulatory asymmetry. The current framework does not apply to the true gatekeepers of the digital 
ecosystem: the largest plauorm operators. On the contrary, they are equated with end-users, as 
deserving the same level of protec3on, while these players have significantly more scope to shape 
the internet experience of end-users, as they seek to exert increasing control over the quality of 
experience for end-users, via solu3ons at an applica3on, device or sodware level. For example, there 
has been a considerable expansion in recent years in the volume of data being conveyed over private 
networks, in par3cular the use of CDN services (proprietary or commercial). These CDN providers are 
able to influence the quality of content that end users experience, and can differen3ate prices based 
on the quality of service they offer to content providers. They also apply traffic management 
techniques such as load balancing and priori3sing certain traffic (e.g., live streaming) in a way ISPs 
cannot, due to the rigid applica3on of the OIR rules. 
 
As a consequence of the legal uncertainty, operators hesitate to invest in new solu3ons or deploying 
new technologies that might later be considered contrary to OIR which has nega3ve impact on 
innova3on. This was clearly exemplified by the European Court of Jus3ce’s 2020 decision that found 
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zero-ra3ng prac3ces to be contrary to OIR, despite this being years of seYled prac3ce, that were 
popular with and benefited consumers.  
 
Addi3onally, different Member States and regulatory authori3es may interpret the Open Internet 
rules differently, which creates uncertainty, especially regarding innova3ve technologies such as 5G 
network slicing. If a finding of noncompliance is made in one Member State, it may trigger a domino 
effect of other Member States coming to the same conclusion, or it may result in a service being 
compliant in one Member State, but not in another. 
 
Such uncertainty can lead to slower adop3on of new digital services and dissa3sfac3on among users. 
Without the ability to develop these services, operators struggle to profit from their network 
investments, limi3ng their capacity to invest in future upgrades. We see this as a vicious circle.  
 
To address these issues, we propose the Commission take the following actions:  
 
We propose that the Commission urgently issue a Recommendation7 laying out how the current 
framework is to be interpreted and applied to the new and developing use cases, in particular 5G 
network slicing and innovative traffic management techniques. This will give operators the legal 
certainty to develop and deploy innovative services based on these new and developing 
technologies. The Recommendation could include a nonexhaustive list of use cases that are assumed 
to comply with the Open Internet Regulation. 
 
However, in consideration of the critical changes in the digital ecosystem outlined above, we call on 
the Commission to ensure that the key principles of ensuring openness in the internet ecosystem are 
expanded to a broader scope of players that have a critical role in the deployment and delivery of 
content. This would ensure that the aims of the regulation to protect end users are consistently 
upheld by all players in the value chain.  

Enhanced Fairness in the Value Chain (Dispute Mechanism)  
We welcome the the Commission’s considerations of policy measures to ensure swift resolution of 
eventual disputes in commercial negotiations between parties in the IP-IC market.  

Context 

Since the 2000s, the internet has evolved from a user-centric communications network to a 
transport infrastructure for the consumption of an ever-expanding range of media and content. 
Today, approximately 70 percent8 of the data transported through backbone networks to consumers 
is generated by just a few large CAPs including Google, Meta, Amazon, Microsoft and Netflix. These 
companies have developed their own global networks and infrastructure — data centres, subsea- 
and fibre-optic cables, content delivery networks (CDNs) — to deliver their services and content 
more efficiently in support of their own business models. 
 

 
7 As also concluded in the Commission’s report to the European Parliament and the Council on the 
implementaAon of the open internet access provisions of RegulaAon (EU) 2015/2120 
8 Telegeography: The state of network report, 2023 ediAon  
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As a result, the IP interconnec3on regime has become more complex and diverse. Above all, it has 
become more concentrated, with a handful of CAPs now responsible for more than two-thirds of global 
mobile traffic9. To deliver this traffic, network operators provide a service to the CAPs by carrying the 
traffic to end users. The traffic stems from: 
 
§ CAPs themselves, which have become major sources and destinations of internet traffic, and 

which have established bilateral interconnection agreements with network operators and have 
built proprietary CDNs to bypass transit providers and commercial CDNs; 

§ Commercial CDNs, which act as intermediaries between CAPs and network operators, and which 
offer caching and distribution services; and 

§ Cloud providers, which also offer IP data transport services in addition to online services such as 
storage, computing and software, to CAPs and other customers, and which have built their own 
networks and data centres to connect with network operators and IXPs. 

The problem 

These developments have changed the compe33ve dynamics and the bargaining power between 
tradi3onal network operators and large CAPs. On one hand, network operators face increasing 
compe33on at the interna3onal wholesale level.  
 
On the other hand, network operators have become more dependent on the large CAPs, which 
generate most of the internet traffic and revenues, and which, in part due to regula3on such as the 
open internet framework, have a superior nego3a3ng posi3on rela3ve to network operators. In 
addi3on, this nego3a3ng posi3on is strengthened by the fact that they can decide to use other 
routes to deliver their traffic at the expense of cost and quality for the network operators and their 
end users.  
 
Moreover, the large CAPs built their business models based on unlimited access to network 
resources offered by telcos that bear the related cost without being remunerated for the service. 
Without this ‘free’ data transport, the CAPs’ business models would not be possible. 
 
This asymmetry in nego3a3on power is reflected in the current commercial arrangements for IP data 
transport, whereby the commercial arrangements between CAPs and ISPs typically tend to zero out 
despite large asymmetry in traffic. This cannot be seen as a sign of a compe33ve market. Moreover, 
the lack of formal legal disputes as noted by the Commission is in our view not evidence of a lack of a 
challenge, but indica3ve of the overwhelming bargaining power of large CAPs and hence should not 
be taken as a sign of a well-func3oning market. In fact, the number of disputes is an inadmissible 
measure for market evalua3on. To note, a German court recently confirmed that an ISP is en3tled to 
charge a CAP for IP data transport and that the CAP has indeed countervailing bargaining power.  
 
The IP data transport market is expected to con3nue to evolve and face new challenges in the future, 
as data traffic volumes are projected to increase annually by 20-25% un3l 203010, driven by the 
growth of online services and media, as well as new technologies such as 5G, IoT and AI. In addi3on, 
we expect that new use cases related to services in the virtual world and use cases that require ultra-
low latency and hence extensive re-architec3ng. To support these applica3ons effec3vely, private 

 
9 Sandvine, The Global Internet Phenomena Report March 2024, Table 1 
10 ADL (2023) 
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peering will become increasingly important not only in the data transport layer but also at the edge 
layer. 

The solu=on 

Going forward, CAPs and ISPs will need to collaborate closely to ensure quality of service for 
customers, network stability and, not least, efficient traffic op3misa3on. Introducing a framework to 
facilitate commercial agreements in the event that they cannot be reached on a commercial basis is 
an essen3al step towards a well-func3oning and sustainable internet ecosystem. Such a mechanism 
— which would set up a seYlement-of-disputes procedure with an independent arbitrator to decide 
in a given 3meframe — should ensure that all relevant par3es including private CDNs, hos3ng 
providers and other data centres are brought into the same regulatory framework. This will also be a 
natural step to take from a level playing field perspec3ve, as all players in the internet ecosystem 
should be subject to the same legal framework. 
 
 
This could be achieved by, as indicated above, defining an obliga3on on CAPs to nego3ate with ISPs 
on the terms and condi3ons for IP data transport services, thereby making these par3es subject to a 
dispute resolu3on process in the event that agreements, subject to a fair and reasonable price, 
cannot be reached in a certain period of 3me. This obliga3on should be defined in the legisla3ve 
process to be implemented resul3ng from the current consulta3on. 

Universal Service Obliga4ons  
The GSMA believes that it is 3me to cri3cally reflect on the Universal Service framework in terms of 
the affordability and availability criteria as well as changes in the market.  
 
The Universal Service Regime in Europe is designed to ensure the availability and affordability of 
decent broadband and voice services for every ci3zen in Europe. Whilst a laudable goal, it has not 
proven effec3ve, and the situa3on has developed now to the point that the current framework is no 
longer fit for purpose. In particular, since the implementation of universal service provisions in the 
EU, the market for electronic communication services to consumers has evolved significantly, 
providing a huge variety of offers matching the needs of consumers with those of the directive of the 
Universal Obligation obligations.  
 
The current regime is therefore no longer effective, and an update is required. 
 
On affordability, high levels of competition have meant both the introduction of competing low- or 
no-cost services (such as over-the-top messaging and voice communications), and (at best) constant 
prices for communications services despite inflation11. This means that universal service obligations 
are no longer needed to address affordability. Therefore, given the limited number of consumers 
who face affordability barriers in the EU, the most efficient way to support vulnerable users would 
be through the public welfare system, for example by introducing targeted voucher schemes.  
 
On accessibility, European consumers with disabilities have access to a variety of offerings to 
communicate easily (e.g., text telephony being replaced by chat or video telephony). Therefore, 
more important has been the implementa3on of the European Electronic Communica3ons Code, 
which mandated a variety of services that support persons with disabili3es. The Code makes many 

 
11 ETNO State of Digital CommunicaAons, 2024 
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elements of the USO objec3ves superfluous. Addi3onally, the European Accessibility Act, which will 
take effect in 2025, will further enhance accessibility to services, by implemen3ng a comprehensive 
approach and replacing outdated requirements from the Code. 
 
On availability, it has also become apparent that certain network providers are carrying the financial 
burden in several countries, leaving others out. In any case, based on the current level of 
deployment and coverage of fixed, mobile and satellite networks, the designation of an operator as 
a universal service provider is no longer justified.  
 
Nevertheless, there are s3ll rural areas or new build housing areas without adequate broadband 
services in highly challenging coverage areas. Therefore, where the economics of private roll-out are 
missing, public funding should still be made available. However, this should come via Member 
States, or via an EU recovery style of funding, where Member States make the decision on where 
such funding is directed.  
 
In sum, the Universal Service regime should only be seen as a safety net to ensure access to basic 
broadband services and, as its importance diminishes, it should be phased out from the future 
telecoms regulatory framework. 

Pillar II: Comple4ng the Digital Single Market, Scenario 5  

Scenario 5: In order to address technological and market developments and the resulting need to change the 
regulatory paradigm and ensure less burden for companies and more efficient service delivery … the 
Commission may consider … a change to access policy in view of full fibre environment, by proposing a 
European wholesale access product…. 

We agree that facilitation of pan-European service provision via less bureaucracy and a more 
enabling framework for cross-border networks and services is the way forward, towards a telco 
single market as highlighted in the previous section, and we appreciate the Commission’s 
considerations to explore new avenues. However, based on our analysis so far, we have some 
concerns regarding the proposed solution about an EU-wide access product.  
 
In Scenario 5, the Commission considers the possibility of introducing an EU-wide standardised 
access product as part of a reframed access framework under the assumption of a full fibre 
environment. In our view, the principles underpinning this proposal are unclear and we don’t see the 
added value of this type of access product. The scope of application (i.e., symmetric or asymmetric) 
and which operators would be subject to this pan-EU access product also is unclear.  
 
With VULA and bitstream offers already available across Europe, further harmonisation will provide 
little value to European electronic communications providers, and it would be difficult to implement,  
given the different architectures and network solutions implemented across the EU. 
 

Consolida4on 

Introduc=on 
In this sec3on, the GSMA sets out its reflec3ons on the white paper with specific regard to the role of 
telecom consolida3on in unlocking the investment required to build the cubng-edge digital 
infrastructure that Europe and its ci3zens need. 
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Significant investment in infrastructure is needed to deploy new technologies such as 5G and to meet 
the explosive, consumer-led demand for data that 5G is expected to bring. In overly-fragmented and 
sub-scale telecom markets, such as the na3onal telecom markets in the EU, a lack of scale is 
depriving operators of the investment case needed to unlock sufficient funding (the “investment 
challenge”), leading to underinvestment in the sector and blocking the benefits that Europe and 
European consumers would otherwise enjoy. The white paper gives credence to the investment 
challenge when it states that: “[…] the current financial situa=on of the EU electronic 
communica=ons sector raises concerns for its capacity to find funding for the substan=al investments 
that are needed to catch up with the technological shiL.”12 

The type of scale needed to unlock this level of investment is not scale in absolute terms (i.e., a 
company’s total number of customers), but scale in rela3on to each na3onal network deployment 
(i.e., the number of customers contribu3ng to the u3lisa3on of each network asset deployed), since 
it is at the local level that most traffic-driven costs are incurred. This is no different to the scale 
effects apparent in other asset-intensive environments, such as transport hubs or energy genera3on. 
Given a star3ng point where today’s market formed 10-20 years ago, when levels of investment 
needed were much lower and revenues were growing (and actually higher), a correc3on can only 
happen, at this mature stage in the sector’s lifecycle, through in-market consolida3on. While cross-
border consolida3on can result in certain synergies (e.g., common branding and marke3ng, and to 
some extent a more efficient network core), these are insufficient to move the dial given the levels of 
global investment required and the degree of improvement necessary in sector return on capital. (In 
any event, this would require a fully integrated Digital Single Market as a prerequisite). 

In the same vein, the only way to face the significant costs of network upgrade and deployment is by 
recovering investment costs. Return on investment depends on two variables, the number of 
customers in the network and the prices paid by each customer. Given the current compe33ve 
condi3ons and, in some markets, the regulatory obliga3ons, operators cannot increase prices. The 
only way to feasibly increase ROI is by adding more users to exis3ng networks in each specific 
geography to avoid network duplica3on and to generate efficiencies that will benefit operators and 
consumers. 

Compe33on authori3es in the European Union, such as the European Commission, should recognise 
that only in-market consolida3on will allow telecom operators to rise to the investment challenge. In 
par3cular, compe33on authori3es should place sufficient weight on the impact of in-market 
consolida3on on na3onwide investment incen3ves and access to investor capital when assessing 
mergers, and on the benefits this brings to consumers over the long term. Consolidated operators 
will have the scale in rela3on to their assets to deliver the significant levels of up-front investment 
required. Investment is also required so that operators can provide a beYer experience for European 
consumers, who will have access to higher capacity networks, faster and higher-quality connec3ons, 
and the prospect of benefibng from lower unit service costs, as well as ensuring that the EU keeps 
pace with the technological advances happening elsewhere. Consolida3on and the subsequent 
investment it facilitates posi3ons companies to more efficiently address network resilience, customer 

 
12 See the white paper, page 10, which esAmates that the required total investment needs for 5G connecAvity 
alone will be over EUR 200 billion (this excludes investments beyond terrestrial connecAvity such as integraAon 
in advanced satellite services). 
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experience and security. This is supported by several economic studies, which conclude that the in-
market mergers in Europe have demonstrated (1) an increase in investment per operator, (2) beYer 
quality of products and services, and (3) no substan3al increase in consumer prices.13 

The GSMA therefore fully aligns with Enrico LeYa’s high-level report, “Much more than a market.”14 
In achieving the ambi3ous goals of empowering a new Single Market and establishing a dynamic and 
effec3ve European industrial policy, the impera3ve for scale and adequate financial resources stands 
out as a key tool: facilita3ng the growth of operators is “impera=ve to achieve economies of scale 
and scope, enabling cost reduc=on and fostering innova=on”. The report, fully aligned with the 
proposi3ons outlined in this chapter, underscores the priori3sa3on of scaling-up EU companies 
within the Single Market. This approach not only represents an economic necessity but also serves as 
a strategic decision. By doing so, we prevent European markets from being dominated by large 
foreign corpora3ons that may benefit from preferen3al treatment in their domes3c markets. 
Through this strategy, we can bolster the Single Market dimension for electronic communica3ons. 

This need to cover the innova3on-investment gap between the EU and its interna3onal compe3tors 
was also confirmed through the recent statement issued by the German and French governments, 
3tled "A New Agenda to Boost Compe33veness and Growth in the European Union".15 In par3cular, 
according to the statement, a revision of the current European compe33on rules and prac3ces is 
essen3al to assess their suitability in contribu3ng to the compe33veness of European companies and 
the EU’s compara3ve advantage. This includes allowing the establishment of consor3a and 
consolida3on in key sectors, including the mobile network sector, to strengthen European resilience. 

The Need for Sustainable Market Structures in the EU Telecoms Sector 
Scale is cri)cal to foster the significant investment needed to deliver beMer outcomes for European 
consumers, ensure that EU telecom operators remain independent and sustainable so as to aMract 
private investment equity or overseas sovereign investors, and ensure that technological 
challenges can be addressed. The white paper highlights the scale of the investment needed to meet 
the Digital Decade targets for Gigabit Connec3vity and 5G roll-out16, with the EU already behind on 
mee3ng the Digital Decade objec3ves in terms of take-up targets for fibre rollout and 5G coverage. 
At the same 3me, the white paper acknowledges the importance of sovereign, resilient cri3cal 
infrastructure. It references the State of the Digital Decade Report, 2023, which issues a clear 
recommenda3on to Member States to boost the investments necessary for security, e.g., against 
cyber-aYacks and digital fraud, and resilience of such infrastructures.  

 
13 See Jorge Padilla, Thilo Klein, Paul Reynolds and MarAn Wickens study commissioned by Vodafone UK Limited 
and Hutchinson 3G UK Limited on “Do four-to-three mobile mergers harm consumers?”  
See Christos Genakos, Tommaso Vallel, Frank Verboven Report on “EvaluaAng market consolidaAon in mobile 
communicaAons” (2018).  
See GSMA Report on “CompeAAon dynamics in mobile markets: An assessment of the effects on network 
investment and quality in Europe” (2022).  
See GSMA Report on “Mobile market structure and performance in Europe: Lessons from the 4G era” (2020).“  

14 https://www.consilium.europa.eu/media/ny3j24sm/much-more-than-a-market-report-by-enrico-
letta.pdf 
15 https://www.politico.eu/wp-content/uploads/2024/05/28/28052024_Meseberg_Agenda_EU-
competitivenessgrowth-.pdf  
16 See the white paper, Sec6on 2.3.1 “Investment Needs”. 

https://www.compasslexecon.com/insights/publications/do-four-to-three-mobile-mergers-harm-consumers
https://academic.oup.com/economicpolicy/article-abstract/33/93/45/4833997
https://academic.oup.com/economicpolicy/article-abstract/33/93/45/4833997
https://www.gsma.com/gsmaeurope/news/competition-dynamics-in-mobile-markets-in-europe/
https://www.gsma.com/gsmaeurope/news/competition-dynamics-in-mobile-markets-in-europe/
https://www.gsma.com/solutions-and-impact/connectivity-for-good/public-policy/wp-content/uploads/2020/01/GSMA-Mobile-Market-Structure-and-Performance-in-Europe_February20.pdf
https://www.politico.eu/wp-content/uploads/2024/05/28/28052024_Meseberg_Agenda_EU-competitivenessgrowth-.pdf
https://www.politico.eu/wp-content/uploads/2024/05/28/28052024_Meseberg_Agenda_EU-competitivenessgrowth-.pdf
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Crea3ng a secure, resilient and technologically compe33ve telcoms industry will require investment. 
The telecoms industry can only cope with these high investment needs if there is sufficient return on 
the investments, which in turn can only be achieved if there is enough scale in the form of addi3onal 
customers on individual networks. Therefore, EU telecom operators need in-market consolida3on 
which will also help to aYract the investment required from European public capital markets to 
accelerate the Digital Decade objec3ves. The ability to invest will lead to beYer networks, which will 
bring significant benefits to European consumers and businesses in terms of access to innova3ve 
digital services and becoming more compe33ve with the development of new services. 

The Commission recognises that — to aYract the necessary financing investment from Europe’s 
public capital markets rather than having to resort to offshore funding and the loss of na3onal 
control that goes with it, described as being “of crucial importance for the future of connec=vity” — 
investors require clear business cases that can demonstrate sufficient profitability and that 
profitability depends on the take-up of networks (i.e., scale).17 For this, it is crucial that the focus 
switches from ar3ficially introducing new entrants (via remedies or favorable auc3on design) to a 
more long-term focus on efficiencies and related investments necessary for high-speed 
infrastructure.  

This posi3on is very much aligned with what Enrico LeYa states in the report, where it is recognised 
that “The European Union needs to let network operators expand by buying na=onal rivals to help 
build a real single market.” And it con3nues: “The scale of investments necessary in new technologies 
(for example edge/cloud, 6G, AI) implies that due considera=on should be given to the necessity of 
some level of consolida=on within na=onal markets.” 

Only in-market consolida)on can achieve the type of scale required to aMract the necessary level 
of investment. Given that market fragmenta3on in the EU obstructs viable cross-border scale, only 
in-market consolida3on can achieve the type of scale (economies of density) required to aYract the 
necessary level of investment, since the efficiencies of a merger can only be gained at local level.  

The largest investment is required for the access network (i.e., base sta3ons and suppor3ng 
infrastructure), where the economies of scale are local rather than transna3onal. Sufficient 
profitability and ROI are therefore aYained by having more customers using the network assets in a 
specific local geography (as opposed to simply having a greater total number of customers, 
regardless of loca3on). Network sharing agreements are valuable in the right circumstances and can 
generate certain synergies in the absence of consolida3on. However, network sharing does not 
generate the same economies of scale as in-market consolida3on. The laYer involves sharing 
spectrum and other assets in a fully integrated network, with a single network strategy and aligned 
priori3es. Network sharing on the other hand, does not deliver non-network efficiencies. For this 
reason, the type of scale that results from specifically in-market consolida3on is necessary to allow 
op3mised use of assets, spectrum and site efficiencies, which in turn lead to faster network 
deployment and other out-of-market efficiencies such as the green footprint.18 

 
17 See the white paper, page 11. 

18 As recognized in the recent LeFa report, "The scale of investments necessary in new technologies implies 
that due consideraAon should be given to the necessity of some level of consolidaAon within naAonal 
markets", see Enrico LeFa - Much more than a market (April 2024) (europa.eu).  
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Once the regulatory fragmenta3on of the telecoms markets is overcome and we have regulatory 
harmonisa3on, this could poten3ally unlock synergies from cross-border consolida3on. But other 
challenges exist in aYaining cross-border efficiency, due to markets having different characteris3cs 
(e.g., orography, popula3on density, access to ducts, etc.). For this reason, it is necessary that 
compe33on policy does not hinder needed in-market consolida3on based on an incorrect 
expecta3on that cross-border consolida3on could eventually result in the necessary investment 
condi3ons to deliver on the digital infrastructure needs of Europe and its ci3zens. 

Efficiencies from cross-border consolida)on will not be possible without a harmonised regulatory 
market. The white paper refers to the regulatory market fragmenta3on as the main obstacle to 
unlock incen3ves to foster cross-border consolida3on and ensure a fully integrated Digital Single 
Market. We agree there is a need for the EU-wide introduc3on of regulatory simplifica3on and best 
prac3ces harmoniza3on, not only sectoral, but in consumer protec3on, taxa3on, audio-visual, 
spectrum policies, permits, cri3cal infrastructure protec3on, cybersecurity or data, given the 
efficiencies this can bring. In addi3on, it is necessary to remove na3onal regula3ons (e.g. data 
localisa3on requirements) that prevent telcos from opera3ng cross-border by sharing systems and 
plauorms among opera3ons in different Member States. This could also allow for an operator to seek 
to maximize such efficiencies through cross-border consolida3on and integra3on. Ul3mately 
however, this is not aYainable in the short to medium term, and while the efficiencies would 
contribute towards some of the investment needs highlighted in the white paper, these alone would 
not be sufficient to foster the investment condi3ons needed to meet the Digital Decade objec3ves.  

A long-term and forward-looking perspective is paramount to foster EU industry competitiveness, 
economic sustainability and sovereignty and should inform competition policy. The white paper 
rightly points out that the current policy framework should consider incorpora3ng wider dimensions 
such as sustainability, industrial compe33veness and economic security into the policy framework. 
That means all policy ini3a3ves, including compe33on policy, should pursue these objec3ves to 
achieve a true EU Single Market. A review of the EU Merger Regula3on, which has not been reviewed 
for over 20 years, is key to providing a response to the new market reali3es and challenges that have 
emerged from the changes brought about by digitalisa3on and globalisa3on. This review should 
ensure that compe33on authori3es are equipped to deal with the following: 

§ Compe33on authori3es should be required and able to take a more long-term and forward-
looking approach to mergers, with a focus on long-term investment incen3ves and strategies that 
foster EU compe33veness, with less focus on short-term price effects. In addi3on, it should not be 
assumed that in-market consolida3on will lead to higher prices for consumers in the long-run. 
Market consolidation increases investment in efficient technology, which in the long-term could 
lead to lower prices for consumers.  

§ More weight should be granted to holistic efficiency analysis including non-price elements, i.e., 
factors that contribute to broader purposes and consumer benefits such as security, resilience, 
sovereignty and environment. In that same vein, analy3cal frameworks for efficiency assessment 
(e.g., including standard of proof and 3melines) should be aligned with those of harm and 
remedies. 
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Spectrum 

General comments 

We welcome the Commission’s recogni3on that ar3ficially high spectrum prices cause roll-out delays 
and reduced network quality, and we are encouraged to see spectrum licensing policy reform feature 
prominently in the text of the white paper. 
 
The review of EU spectrum policy is an opportunity to deliver wider adop3on of best prac3ces, as 
suggested in the white paper. A more consistent approach to spectrum authorisa3ons, coupled with 
sufficient flexibility to deal with na3onal circumstances, would foster efficient investments and 
ensure that state-of-the-art connec3vity is a lever to improve welfare and the compe33veness of 
European businesses and ci3zens. However, although the text of the white paper includes many 
important points of analysis in rela3on to possible changes to EU spectrum policy, it falls short of 
sugges3ng meaningful change in the more concrete scenarios envisaged by the Commission. We 
therefore view the white paper as a posi3ve trigger for discussion on more concrete ac3ons. 
 
The GSMA considers the following elements to be key. 
§ Long-term business certainty and alignment with investor 3meframes through extended licensing 

periods, as well as early and predictable renewals across the EU, to promote long-term 
investment in mobile networks, following recent precedents in Spain and Germany 

§ A clear roadmap for 3mely availability of addi3onal harmonised spectrum to accommodate the 
growing customer traffic demands on mobile networks across low and mid bands for which 
exis3ng infrastructure can be reused, ensuring that all suitable spectrum is available and can be 
used from the 3me of assignment 

§ A requirement for effec3ve prior jus3fica3on through a market analysis procedure, aligned with 
that required for other mandated access, of any award condi3ons seeking to impose wholesale 
access regula3on19 

§ Licensing processes that foster fair spectrum prices for mobile broadband and priori3se 
investment and coverage commitments over cash payments, avoiding ar3ficial spectrum scarcity 
and poor auc3on design, to ensure providers and ul3mately end users are not nega3vely 
impacted by monopoly rents accruing to the Public Treasury 

§ An ins3tu3onal framework ensuring that rigorous and transparent socio-economic cost-benefit 
analyses are performed, at local and/or EU level20 as appropriate, if depar3ng from spectrum 
policy conven3ons at the alloca3on or assignment of spectrum or whenjus3fying, inter alia, 
spectrum alloca3ons to dis3nct services, set-asides for specific categories of uses (e.g., local or 
private networks)21 or users (e.g., u3li3es, new entrants), any licence-related obliga3ons or 
merger remedies  

 
19 Currently, some Member States use licence award rules and condiAons to implement market-shaping 
measures with liFle economic jusAficaAon, which in turn can result in discriminaAon and preferenAal 
treatment of specific market players.  
20 At EU level, the analysis should back up the harmonisaAon mandates and decisions. 
21 For example a new study from GSMA analysing the impact of set asides on private and public networks finds 
no indicaAon that spectrum set-asides can accelerate the digitalisaAon of enterprises, while also finding a 
median set-aside amount of 100 MHz can have a substanAal negaAve impact network quality and download 
speeds and therefore on consumers and enterprises using public networks. Such trade-offs need to be 
considered in this context.  

https://www.gsma.com/connectivity-for-good/spectrum/wp-content/uploads/2024/05/Impact-of-Spectrum-Set-Asides-on-Private-and-Public-Mobile-Networks.pdf
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§ Increased transparency through the collec3on of informa3on from na3onal regulatory authori3es 
on European spectrum fees and licence condi3ons, to ensure consistently reasonable spectrum 
prices 

Rules based on these principles would help achieve a more consistent approach to licensing, 
encourage more ambi3ous investment outcomes across the Union and deliver the far-reaching goals 
of the Digital Decade to the ul3mate benefit of EU ci3zens and businesses. In par3cular, and in terms 
of concrete proposals, the GSMA is of the view that the following measures should be considered — 
in addi3on to ensuring that elements in the current EU legisla3on (e.g., the EECC) are enforced 
na3onally, as they are intended. 
 
A mandate to Member States to assess the renewal of exis)ng mobile licences as soon as possible 
and at least five years before the licence expiry date. Ar3cle 50 of the EECC already mandates that 
Member States assess renewals sufficiently ahead of the end of the licence term. There are 
precedents in Europe that show the value of doing that analysis long before expira3on. In 2010, the 
UK switched to a regime of indefinite licences changing the 900, 1800 and 2100 MHz licence terms, 
with annual fees applying ader the ini3al 20-year term. Along the same lines, Spain introduced the 
possibility for licensees to ask for a 10-year extension of all exis3ng licences, up to a maximum of 40 
years, in the latest telecoms law. In order to provide certainty for new investments, we believe there 
would be a benefit in establishing a deadline for all Member States to carry out the ar3cle 50 
assessment by the end of 2025, for licences that expire before 2030, for example. As part of that 
assessment, Member States could consider switching to a regime of indefinite licences. 
 
The development of rigorous socio-economic cost-benefit analysis to quan)fy the impact of EU-
wide spectrum decisions in the upper 6 GHz, 3.8-4.2 GHz and UHF bands. Radio spectrum is a 
cri3cal and scarce natural resource. Notwithstanding the principles of technology and service 
neutrality enshrined in ar3cle 45 of the EECC, policymakers oden face the challenge of having to 
decide which service or technology should use each band, without necessarily having determined 
which op3on most efficiently delivers the greatest socio-economic benefits overall. Since spectrum 
alloca3on policies have measurable benefits and costs that can be quan3fied, a quan3ta3ve impact 
assessment in the form of an ex-ante cost-benefit analysis, published before any new alloca3on is 
done, should be considered a necessity when considering different alloca3on scenarios. In this 
context, the GSMA considers that stronger EU-level guidance, support and enforcement regarding 
the use of socio-economic cost-benefit analysis in decisions concerning alloca3on to different 
services and sharing scenarios in the upper 6 GHz, 3.8-4.2 GHz and lower UHF bands would be 
useful. 
 
Finally, it is also important to note, in the context of the twin digital and green transi3on, that 
spectrum policy has the poten3al to address some of the challenges of climate change. Efficient 
spectrum policy can lead to a reduc3on in carbon emissions while simultaneously genera3ng 
economic benefits to society. A report by GSMA22 found that sub-op3mal spectrum policy can lead to 
tens of millions of tonnes of addi3onal CO2 emissions. Inefficient spectrum policy and lack of 
addi3onal spectrum for mobile can raise the cost of building and opera3ng mobile networks and 
lower the adop3on of emission-saving technologies, which could result in a missed opportunity to 
reduce emissions from households and other sectors that rely on mobile connec3vity. 
 

 
22 Spectrum: the Climate ConnecAon, GSMA, May 2023 

https://www.gsma.com/spectrum/wp-content/uploads/2023/05/Spectrum_Climate_Connection.pdf
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We also call on policy makers to beYer take into account the impacts of any new target or technology 
roll out in light of their environmental impacts. Policymakers need to carefully consider how to beYer 
op3mise exis3ng equipment and technologies before rushing to incen3vise new devices, equipment 
or networks before the market is ready. This also applies to the launch of new technologies like 6G. 
An approach that takesutmost advantage of all the capaci3es that a full 5G standalone network can 
offer before rushing to 6G roll out should be u3lised. We call on the EC to adopt a clear longer-term 
strategy for advanced mobile networks (including 6G) that is aimed at completely capitalising on the 
full promise of 5G and subsequently fostering 6G at the appropriate 3me will help the helping the 
ICT industry to meet its net zero carbon target and enable other sectors to deliver on their own 
goals.  
 
On the specific spectrum scenarios and poten3al considera3ons included in the white paper, the 
GSMA would like to provide the following detailed comments. 

Exis=ng licences 

The white paper men3ons the prospect of exploring the possibility for operators of EU core networks 
or pluri-na3onal licensees to seek beYer aligned na3onal spectrum authorisa3on processes and 
condi3ons for exis3ng usage rights or general authorisa3ons, including on aspects such as dura3on, 
Quality of Service (QoS)obliga3ons and the integra3on of satellite and terrestrial networks.  
 
Our understanding is that such a request would come directly from operators to the relevant 
spectrum authority in each country. It would therefore be useful to understand if the Commission 
envisages a role for itself in such a process and whether the proposal requires any changes to the 
current framework. However, the GSMA considers that the implementa3on is challenging from an 
ins3tu3onal perspec3ve and discriminatory to single-country operators, and even to pluri-na3onal 
operators, no3ng that they operate in different sets of countries. In addi3on, it does not appear that 
such a process would have any relevant impact on certainty of tenure and thereby on investor 
sen3ment.  
 
As proposed above, our preferred approach to support investment is ensuring long-term 
predictability for exis3ng spectrum licenses, through early decisions on prolonga3ons and spectrum 
renewals, including the possibility of switching to a regime of indefinite licences, ensuring that any 
annual fees implemented ader the first licence term are reasonable, based on the opportunity cost 
to ensure efficient spectrum use. It is important to highlight that past spectrum prices should in any 
case not be used as a reference for sebng future annual fees, as the spectrum needed to meet the 
growing traffic demand is constantly increasing while revenues are flat.  
 
We believe this would not nega3vely impact innova3on or create a risk of inefficient spectrum use, 
no3ng that mobile broadband licences are technology and service neutral, and licensees can in 
principle use any electronic communica3ons service or technology, and that frequencies can be 
diverted to the most efficient uses through spectrum leasing/trading, and mergers and acquisi3ons. 
On the contrary, there is evidence to suggest that licence renewals through auc3ons create a high 
risk of network assets becoming stranded, if frequencies cannot be renewed and high prices for 
spectrum resources that are already deployed and commiYed to serve societal demands.  

Spectrum roadmap 

The GSMA is of the view that the establishment of a clear roadmap for increased spectrum for 
mobile networks across low and mid bands is of vital importance to underpin the ongoing 
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digitalisa3on of society and secure a pipeline of new harmonised mobile spectrum bands to 
accommodate future customer traffic demands in an energy- and cost-efficient way.  
 
We are therefore encouraged by the inclusion of a proposal for EU-level planning of sufficient 
spectrum to accommodate the growing traffic demand and the evolu3on of the exis3ng networks. 
However, the proposal lacks detailed considera3ons regarding, for example, 3ming, the possible 
bands considered for future mobile networks use and how much spectrum. It is also unclear what 
exactly is meant by the reference that the 6G roadmap would be “enshrined in the law.” 
 
We an3cipate that more spectrum will be necessary to meet expected mobile demand in a 
financially and environmentally sustainable way and, as such, there is a need for a spectrum 
roadmap for IMT more broadly, rather than only for 6G. At the EU level, the GSMA believes a clear 
roadmap on future spectrum availability for the provision of public mobile service is needed. Such a 
roadmap should include the upper 6 GHz and 470-694 MHz bands, as well as an assessment of 3.8-
4.2 GHz band usage, while taking into account the environmental goals of the sector, and provide for 
an analysis of the socio-economic benefits of the considered scenarios.  
 
It should also consider demands, possibili3es and approaches for other bands, that is, bands studied 
for WRC-27 (4400-4800 MHz, 7125-8400 MHz, 14.8-15.35 GHz) for future deployment of 6G. In 
terms of 3ming, we consider that the publica3on of at least a drad roadmap for 5G evolu3on and 6G 
during the course of 2025 would be op3mal. 
 
We emphasise that spectrum should always be awarded on a technology-neutral basis, i.e., in such a 
way that it could be used for 5G evolu3on or 6G pending the level of demand. Increased mobile 
spectrum demand is caused by the increased level of mobile data use and this increase is not directly 
linked to a specific technology. For example, the user 5G and 6G equipment penetra3on, which 
varies per country and even per operator, impacts the op3mal 3melines to start increasing capacity 
in the network with 6G. Furthermore, licensing for new use cases and service scenarios in 5G 
evolu3on and 6G and the associated spectrum costs should be equal for all possible different users 
of the spectrum in rela3on to the delivery of the same services (e.g. MNOs, satellite, ver3cals, 
governmental, TV operators). This ensures efficient use of spectrum resources, and fair compe33on, 
especially when different players and solu3ons serve the same needs. 
 
We support efficient spectrum use and note that this is achieved and op3mised only when efficiency 
measures apply for all spectrum uses, not just mobile operators. One proven mechanism for this in 
Europe is annual incen3ve fees, when applied without discrimina3on to all spectrum users.  
 
Supplementary use of mobile spectrum by infrastructure partners, for example, to extend coverage, 
improves efficiency, whereas some schemes proposed to try to accommodate conflic3ng demand in 
a common band (such as shared use of IMT and WiFi in the upper 6 GHz band) result in drama3cally 
less efficient use, which can put investments in public mobile networks at risk. 
 
The white paper also hints at the possibility of a coordinated switch-off of 2G and 3G networks to 
support the synchronised release and refarming of spectrum in the context of an EU spectrum 
roadmap towards 6G. Although it is neither desirable nor efficient for mobile network operators to 
run 2G and 3G networks in parallel while deploying 5G, such a strategic and commercially impacuul 
decision should remain in the hands of operators, given the varying na3onal and commercial 
circumstances and based on commercial requirements. Na3onal or EU level obliga3ons for 2G/3G 
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3melines, both for switch-off and for service con3nua3on, should be avoided as they do not 
necessarily align with customer needs in each market, or support efficient demand-based resource 
use and opposes the fundamental principle of technology neutrality. 

Future award processes 

In the context of future awards of new spectrum bands and a more harmonised authorisa3on 
landscape, the white paper men3ons the possibility of strengthening EU-level coordina3on of 
auc3on 3ming; a poten3al no3fica3on mechanism for award processes as an alterna3ve to the peer 
review process; and a poten3al single EU-level selec3on or authorisa3on processes for terrestrial, 
satellite and other innova3ve applica3ons. In addi3on, it raises the importance of decreasing the 
financial burden of spectrum to help to bridge the significant investment gap in rela3on to 
deployment, e.g., by adop3ng a bidding process geared towards minimising spectrum costs and 
incen3vising infrastructure investment. 
 
The GSMA supports greater consistency of authorisa3on processes through clearly defined rules to 
ensure best assignment prac3ces in each Member State, but we are cau3ous about centralised EU-
level processes and coordina3on as a means to increase harmonisa3on. 
 
Sufficient flexibility at the na3onal level is required, and too strict and global release of specific bands 
risks delaying the release for all EU countries where one or more Member States have complex 
na3onal circumstances that could result in a delay. The GSMA considers that harmonisa3on should 
concentrate on the 3ming of availability, the technical usage condi3ons of spectrum and clearly 
defined rules for fair and reasonable licence condi3ons (e.g., to avoid technology specific obliga3ons, 
unreasonable coverage/deployment obliga3ons and obliga3ons that do not strictly relate to 
spectrum use).  
 
The assignment dates should be decided at the Member State level according to market demand, but 
it should be ensured that each Member State efficiently awards a sufficient amount of spectrum in 
the key harmonised spectrum bands for na3onwide mobile networks. We further note that awards 
that take place “too early” may lead to difficul3es for the regulators to set the reserve prices and for 
the operators to value spectrum correctly in advance of the award. In addi3on to European 
harmonised condi3ons being in place, all licence condi3ons (e.g., possible na3onal restric3ons for 
using the spectrum) should also be clearly defined before the award. Moreover, payments for the 
spectrum should not be required before the spectrum can be used.  
 
No)fica)on mechanism 
Looking ahead to the next wave of awards, the GSMA considers that a proper review process would 
reassure investors against ar3ficially high spectrum prices, unjus3fied market-shaping measures, 
ar3ficial spectrum scarcity, badly designed awards or policy short-termism. In par3cular, a 
no3fica3on procedure to the European Commission would foster compliance with the key provisions 
in the EECC and promote greater business certainty, in par3cular:  

• Licence dura3on should even be indefinite or extended in the future to at least 40 years with 
tacit renewal (art. 49) 

• Market-shaping measures should be jus3fied with a market analysis (art. 52) 
• Reserve prices should be based on opportunity cost (art. 42) 
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• Maximising public revenues should not be an objec3ve of award processes (art. 55) and, in 
par3cular, there should be a balance between prices and operators’ commitments regarding 
coverage obliga3ons 

We therefore welcome the inclusion in the white paper of the considera3on of a no3fica3on 
mechanism similar to that used for market analysis as implemented under Ar3cle 32 of the EECC, as 
an alterna3ve to the peer review process and to reinforce the coordina3on of authorisa3on 
procedures and condi3ons regarding the use of spectrum in the internal market.  
 
Auc)on design to support infrastructure investment 
The GSMA also welcomes proposals to decrease the financial burden of acquiring new spectrum 
through the poten3al adop3on of bidding processes geared towards incen3vising infrastructure 
investments. Approaches to assign mobile spectrum for free or with discounts in return for 
deployment commitments, longer license dura3on, could help bridge the significant investment gap 
in the deployment of advanced communica3ons networks — both by crea3ng the incen3ve and 
preserving capital budgets to realise the investment. However, we note that also in this case, the 
award process should be carefully designed in order to avoid overly burdensome commitments, and 
situa3ons where an operator could overpromise in rela3on to deployment commitments and 
eventually not deliver on these commitments without consequences. This would not be fair for the 
other operators that have fulfilled their commitments or were led without discounts or even totally 
without spectrum because they made realis3c promises. 
 
EU-level authorisa)on scheme 
On the issue of a poten3al EU-level authorisa3on scheme, the GSMA is of the view that the 
associated risks and possible downsides are too great where differing na3onal circumstances play a 
role, and that introducing an EU-level scheme, par3cularly for terrestrial mobile services, would be 
overly complex. Also, it is not beneficial to smaller or single-country operators who will only face 
extra impediments. Mobile operators use a mix of bands for the same services in the EU and 
therefore having only one or some bands in such a scheme could cause further fragmenta3on. The 
3ming of auc3ons and migra3ons would also be difficult to coordinate and as previously men3oned 
any joint release risks poten3al delays. Our preference is therefore for a beYer alignment of licensing 
approaches.  
 
Satellite services 
With regard to satellite services, these can complement terrestrial broadband services, and as such 
need to con3nue to be licensed to operate in spectrum bands specifically iden3fied for Satellite 
Services (FSS or MSS). At the same 3me, there have been some developments in satellite technology 
that may enable LEO satellites to supplement terrestrial mobile coverage and where mobile 
operators may contract with satellite providers to selec3vely share their licensed IMT spectrum 
bands to provide direct-to-device satellite services.  
 
Some countries allow, or are planning to allow, MNOs to grant sharing with LEO partners under 
Ar3cle 4.4. of the Radio Regula3ons on condi3on that the LEO partner operates in full compliance 
with the requirements associated with the original primary licence held by its MNO partner or 
partners, including with respect to interference. It is also notable that the US FCC has issued a No3ce 
of Proposed Rulemaking that also foresees the market opportunity for direct-to-device solu3ons and 
proposes an ini3al mechanism so that MNOs can voluntarily sub-licence part of their mobile 
spectrum assignment to commercial satellite partners, offering the prospect of improved service 
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quality and more efficient spectrum use, while avoiding ambiguity on rights and obliga3ons of 
mobile spectrum licensees.  
 
In Europe the direct-to-device service may be expected to have more marginal benefits compared to 
some regions outside Europe, no3ng that terrestrial mobile service coverage is extensive in Europe. 
However, clear rules would avoid ambiguity on rights and obliga3ons of mobile spectrum licensees, 
as well as on spectrum use na3onally and across borders. Concerning the interna3onal prepara3ons 
for WRC-27, it is important to ensure that terrestrial mobile networks remain the primary use in the 
harmonised mobile bands and that the direct-to-device satellite service should consequently be 
secondary to the terrestrial mobile service. Na3onal administrators are responsible for the 
compliance with regulatory provisions at country borders. 

Governance structure 

The white paper notes the poten3al need to reconsider the role of CEPT in EU technical 
harmonisa3on, given the par3cipa3on of non-EU countries. As an alterna3ve, an ad-hoc technical 
group of Member State representa3ves could assist the Commission and respond to key EC 
mandates.  
 
The par3cipa3on of non-EU countries or en33es in technical preparatory work in CEPT for EU 
decisions on spectrum harmonisa3on and interna3onal nego3a3ons is generally not an issue of 
concern for EU sovereignty, resilience or security. In Europe, there is a well-established process of 
harmonising technical usage condi3ons based on service and technology neutrality. Although the 
work in CEPT is usually based on consensus, with final decisions taken by European administra3ons 
only, the EU27 represent the majority. In addi3on, in the current framework EU Member States 
already steer the spectrum harmonisa3on work in CEPT through EC mandates, and the EC decisions 
are finalised outside of CEPT. Experience shows that clear EC mandates and stronger consensus in 
the EU posi3on in interna3onal nego3a3ons are less disrup3ve alterna3ves that would not carry the 
risks and increased costs of sebng up an ad-hoc EU group to respond to EC mandates.  
 
The current process allows for the involvement of all relevant stakeholders and enables Europe to be 
best prepared for interna3onal nego3a3ons. As such, there is a concern that the establishment of an 
ad hoc or permanent body of EU na3onal telecom regulators may not allow for the same level of 
par3cipa3on or transparency. Under the current regime, EU decisions are also backed by CEPT 
preparatory work, which decreases fragmenta3on between the EU and other European countries. 
 
However, in the event that an ad-hoc group is deemed necessary where issues of EU sovereignty are 
at stake, the GSMA suggests that there should be clear criteria established for such a determina3on 
and that the cases should be strictly limited to those with impacts for EU security and resilience.  
 
The white paper also briefly men3ons that interference issues (from third countries) should be 
addressed by the Commission and all Member States ac3ng jointly in bilateral and mul3lateral 
nego3a3ons. As a first step, the EU should ensure good condi3ons in interna3onal agreements (e.g., 
Radio Regula3ons) for harmonised EU mobile bands. Recent experiences (e.g., 3.6-3.8 GHz) show 
that an important precondi3on to secure against use restric3ons is that EU services operated in the 
EU are backed by a primary alloca3on in the Radio Regula3on. Only then do EU Member States have 
the right to request coordina3on for protec3ng their services from third countries.  
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It is also important to note that the severity of interference can depend on the band, geography, 
radio service, third-country demand and demand in the EU Member State itself, so the same 
coordina3on agreement with a third country and all Member States may not be op3mal for all 
borders. The exis3ng process is largely sufficient, and Member States bordering third countries have 
established mechanisms to deal with issues bilaterally. However, enhanced informa3on exchange 
within the EU and a fallback op3on of EU support upon the request of an affected Member State 
(e.g., similar to the RSPG process) would be useful to account for scenarios in which a Member State 
faces difficul3es reaching bilateral agreements. 
 
More generally and in rela3on to the governance structure, the GSMA is of the view that the overall 
policy approach and strategic viewpoint beyond just technical harmonisa3on should also be 
considered from an EU perspec3ve. In this regard, we believe that a more formal socio-economic 
cost-benefit analysis process is required for EU decisionmaking on spectrum issues. As previously 
men3oned, the GSMA considers that that stronger EU-level guidance, support and enforcement 
regarding the use of socio-economic cost-benefit analysis in both na3onal and EU decisions 
concerning new bands (e.g. upper 6 GHz, 3.8-4.2 GHz, lower UHF) would be useful. 

Pillar II: Comple4ng the Digital Single Market, Scenario 7 

 
Scenario 7: The Commission may consider facilitaGng greening of digital networks through promoGng the 
Gmely switch-off of copper networks and the move to a full fibre environment and a more efficient use of 
networks (codecs) throughout the Union territory.  

Sustainability challenges and the mobile industry 

Enablement effect 
The mobile industry is commiYed to reducing its own emissions, and it is making a significant 
contribu3on to comba3ng climate change through reducing the emissions of other sectors through 
smart connected technologies23. By increasing connec3vity, improving efficiency and impac3ng 
consumer behaviour, mobile-network-enabled technologies are helping to reduce emissions. 
Connec3vity is key to the 'green transi3on’. 
 
In line with the Telecom Council conclusions24, we emphasise the importance of using evidence-
based methods to measure the environmental impact and benefits of digital technologies, which will 
aid the EU in achieving climate neutrality by 2050 and energy efficiency targets for 2030. 
 
The energy challenge 
Sustained cost pressures and commitments to net zero in support of the 2015 Paris Agreement have 
made energy efficiency a strategic priority for many operators around the world. In Europe, 
operators seek to enhance network energy efficiency by: (1) increasing the use of alterna3ve energy 
sources to reduce dependence on the main power grid, and (2) op3mising the network load and 
configura3on (using advanced energy saving features) to reduce energy consump3on.  
 

 
23 hFps://www.gsma.com/soluAons-and-impact/connecAvity-for-good/external-affairs/climate-acAon/mobile-
net-zero-2024/ 
24 Transport, TelecommunicaAons and Energy Council (TelecommunicaAons), 21 May 2024. Council conclusions 
on the future of EU digital policy, §35. hFps://data.consilium.europa.eu/doc/document/ST-9957-2024-
INIT/en/pdf 
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Energy is crucial for the sector to achieve net zero emissions by 2050. Therefore, policymakers should 
facilitate access to low-carbon energy at an affordable price, par3cularly in the case of ‘Purchasing 
Power Agreements’, and by streamlining contractual arrangements and regulatory accoun3ng. 
Addi3onally, they should incen3vise the auto-genera3on of renewable energy at telecom sites, 
including buildings and land owned by operators. 
 
Operators are inves3ng in the networks of the future and, while mobile network evolu3on may lead 
to a significant increase in data traffic, it also presents an opportunity for a greener telecom 
footprint, for instance, the 3GPP’s 5G specifica3on aim for a 90% reduc3on in energy use. 
 
SoYwariza)on 
Op3mised network planning and deployment evolving towards network sodwariza3on are key to 
maximising the capacity and quality of service for end users and increasing energy efficiency of both 
mobile terminals and networks. 
 
From a sustainability perspec3ve, there are clear benefits. Older physical equipment does not need 
to be disposed of, if it can be upgraded via sodware. This reduces e-waste, which is a major hidden 
environmental cost. It also decreases the need for physical ac3vity such as site visits, logis3cs, 
shipping, servicing and maintenance. Less physical ac3vity limits the climate impact of network 
updates and new features.  
 
Cloud-based solu3ons also reduce dependency on hardware swap-outs. Newly built data centre 
components such as motherboards and chassis can be reused in future upgrades. This offers cheaper, 
more frequent, customised innova3on, reducing manufacturing and transport emissions associated 
with the supply chain. The cloud also enables workloads to be moved and func3ons upgraded in a 
more flexible ‘as-a-service’ model. 

Mobile Net Zero industry efforts 

Transparency measures 
The mobile industry is tackling climate change, having voluntarily developed a decarbonisa3on 
pathway aligned with the science-based target ini3a3ve (SBTi) and in line with the Paris Agreement 
target of achieving net-zero emissions by 2050. The sector is taking ac3on to be fully transparent 
about the industry’s own climate emissions and has developed an industry-wide climate ac3on 
roadmap to achieve net-zero greenhouse gas (GHG) emissions by 2050, in line with the Paris 
Agreement.  
 
The industry is making con3nued progress on disclosing climate data (rather than performance) and 
sebng targets for emissions reduc3ons. To date, 70 operators, represen3ng approximately two-
thirds of the industry by revenue, have commiYed to science-based targets intended to rapidly 
reduce their direct and indirect carbon emissions by 2030. 53 operators have commiYed to net zero 
targets by 2050 or earlier.25 
 
GSMA members support agreement on standardised measurement for lifecycle carbon emissions 
and other environmental impacts. For the measurement of carbon emissions, the GSMA 
recommends using the GHG Protocol guidance for corporate repor3ng. This explains scopes of 
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emissions and how to measure them. For Scope 3 emissions, because they are difficult to assess, the 
GSMA has developed guidance specific for telecommunica3on operators. 
 
On environmental impacts beyond carbon emissions, in 2021 the GSMA created a project group to 
begin to understand how to move towards a more circular economy for network equipment. In 
March 2022, the GSMA published a strategy paper on this topic, with one of the key 
recommenda3ons being the provision of standardised data sets from network equipment 
manufacturers. 
 
Considering all this, the GSMA calls on the European Commission to take into due account the work 
done to date at global level by the mobile industry, par3cularly when considering transparency 
measures and a code of conduct. 
 
 
 
Enabling the circular economy and circularity of network equipment and devices 
GSMA members are commiYed to circularity programs for devices and network equipment. These 
best prac3ces contribute to the good governance of cri3cal raw material within the EU. According to 
GSMA research, there are over 5 billion inac3ve used mobile phones globally. Mobile operators are 
targe3ng these phones for reuse, refurbishing or recycling as part of a more ‘circular’ supply chain for 
mobile phones.  
 
To realise the poten3al of circular devices, the GSMA has set a shared industry vision for 2050, 
requiring collabora3on among all actors in the telecommunica3ons ecosystem. Immediate 
opportuni3es to improve circularity include: (1) understanding product flows, increasing the number 
of devices collected from consumers and crea3ng a founda3on to measure reclaimed devices and 
treatment method by share of recycled, repaired, reused and reclaimed devices; (2) increasing 
consumer awareness, based on understanding consump3on habits in terms of end-of life treatment 
and incen3ves to increase longevity of devices; (3) engaging with suppliers to improve eco-design 
and sustainable produc3on leading to greater repairability and durability of devices, which will 
increase their lifespan; and (4) engaging with repairers and recyclers to increase the number of 
devices that are reclaimed, repaired and recycled to maximise value reten3on within the economy. 
 
The European Commission should support industry efforts by encouraging manufacturers to extend 
product lifespans and develop refurbishment plauorms. 
 
On the side of network equipment, the majority of GSMA members implement circularity programs 
that focus on reusing devices and network equipment, as well as recycling outdated gear. With 
around 80% of carbon emissions in Europe’s ICT sector stemming from Scope 3, circularity is crucial 
for enhancing sustainability. Addi3onally, circularity prac3ces are vital for the responsible 
management of cri3cal raw materials within the EU. To promote circularity, the following ini3a3ves 
should be encouraged: 
 
• Encourage the use of recycled materials in network hardware 
• Enhance the repairability of network equipment 
• Facilitate the resale of used equipment 
• Develop a European marketplace for refurbished and reused equipment 
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It is essen3al for the European Commission to support GSMA members’ efforts in promo3ng circular 
economy principles for their network equipment by urging manufacturers to extend the lifespan of 
their products and create refurbishment plauorms. 
 
Waste and resource hierarchy 
In the EU, e-waste is growing by 2% each year, while less than 40% of electronic waste is es3mated to 
be recycled. The review of the Direc3ve on Waste from Electrical and Electronic Equipment (WEEE) 
presents an opportunity to enable circular economy.  
 
The WEEE collec3on system in Europe needs improvements to harmonise informa3on requirements, 
support collec3ve schemes and redefine Extended Producer Responsibility (EPR). Varia3ons between 
Member States complicate waste management and reduce data accuracy. Priori3sing collec3ve 
schemes and involving more producers would encourage beYer product design for recycling. Finally, 
simplifying WEEE transfer rules between countries, such as allowing local tes3ng, would facilitate a 
circular economy and reduce carbon emissions. 
 
Taxonomy 
To meet the EU’s ambi3ous connec3vity goals, operators must invest significantly in the networks of 
the future. The EU Taxonomy could support investments in sustainable networks by recognising the 
role played by the telecoms industry in enabling a greener economy. For that, it would be helpful if 
the sector was explicitly listed in the taxonomy framework. This recogni3on would highlight not only 
the industry’s efforts to reduce emissions and environmental impact, but also its crucial role in 
deploying next-genera3on telecom networks that are essen3al for greening the economy.  
 
A recent report by the Joint Research Centre (JRC) and the European Commission presents key 
performance indicators (KPIs) for measuring the environmental impact of electronic communica3on 
networks. These KPIs are based on input from stakeholders involved in designing, developing, 
deploying and opera3ng telecommunica3ons networks for both commercial and residen3al 
customers. The report could be a good star3ng point for the development of poten3al technical 
criteria for taxonomy. The criteria under the Corporate Sustainability Repor3ng Direc3ve (CSRD) 
could also be considered, in order to harmonise ESG repor3ng. 
 
The development by the European Commission of a code of conduct for telecommunica3on 
networks has merit and could be a valuable tool, provided that it takes into account the above-
men3oned report and is developed in consulta3on with the sector.  

Addi3onally, the work undertaken by the European Green Digital Coali3on should be decoupled from 
the EU Taxonomy, since the developed methodology acknowledges a passive rather than an ac3ve 
role for the network infrastructures. 

Data op)misa)on/codecs 
Regulators have a role to play in suppor3ng the efforts of mobile operators working on reducing their 
footprint by op3mising network opera3ons, energy consump3on and deployed network equipment 
based on actual and 3mely demand.26 
 

 
26 CF ARCEP general policy framework for the eco-design of digital services 
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Mobile data traffic in Europe is growing exponen3ally, fuelled by 4G migra3on in Central and Eastern 
Europe and increasing improvements in 5G coverage and capacity. Mobile video streaming is on the 
rise, and video is arguably the most significant traffic type generated by smartphone users. This 
increase in video data traffic has three main drivers: increased viewing 3me, more video content and 
evolu3on to higher-resolu3on, more complex formats.  
 
A recent report by Ericsson27, ranking users’ percep3on of video-streaming quality on a scale from 0 
to 5 indicates that video quality-of-experience scores are above 3 for 480p resolu3on and above 4 for 
720p resolu3on. User percep3on remains consistent from HD (720p) onwards, due to the limita3ons 
of mobile devices, which make it challenging to dis3nguish higher resolu3ons given the capabili3es 
of human vision. Despite this, sebngs are not op3mised to enable data savings (e.g., by default 
offering high-quality video profiles, resul3ng in significant resource consump3on).  
 
Currently, end users and content providers lack clear incen3ves to reduce traffic usage. End users 
typically favour simple unlimited data plans that remove the risk of unexpected high charges. 
Consequently, compe33on among connec3vity providers has led to a growing number of customers 
on unlimited plans. Content providers, on the other hand, face minimal variable costs for delivering 
traffic due to the current internet pricing structure. This leads them to send higher quality 
audiovisual content than necessary or even to overload the network with unwanted ads. It would be 
helpful to make content providers conscious of the impact of network traffic on the networks and 
the environment. 
 
Therefore, we advocate for a policy that recognises the efforts of mobile operators inves3ng in 
delivering future connec3vity, that accepts the need for scale to avoid market fragmenta3on, and 
that enables a fair and propor3onate contribu3on from the largest traffic generators towards the 
costs of network infrastructure. (See the preceding sec3ons on Enhanced Fairness in the Value Chain 
and on Consolida3on.)  
 
Addi3onally, it would be essen3al to incen3vise data op3misa3on. This could be done via stream 
saver solu3ons which could be based on experienced screen size (e.g., 480 pixels for smaller screens) 
and via data saving mode by default. For the uptake of such solu3ons, consumers should be 
informed and empowered to change their behaviour.  
 
Together, op3mised video traffic and network architecture, as well as ecodesign of digital services, 
will help achieve net-zero targets by ac3ng both on upstream and downstream network capacity 
needs and bringing efficiently designed content closer to the end user. It will therefore free capital 
expenditures towards greener and innova3ve network solu3ons in full compliance with the 
objec3ves of the twin transi3on. 
 
In France, network operators are involved in crea3ve projects and standardisa3on efforts to limit the 
environmental impact of video streaming. On one hand, Open Content Delivery Network solu3ons 
are exposing operators’ streaming capaci3es to all content providers to unveil the full poten3al in 
economic growth and environmental impact reduc3on from op3mised video content delivery. On 
the other hand, network operators, content providers and administra3ve authori3es in France are 

 
27 hFps://www.ericsson.com/49dd9d/assets/local/reports-papers/mobility-report/documents/2023/ericsson-
mobility-report-june-2023.pdf 



 

GSMA Response to European Commission white paper, 27 June 2024 
 

35 

collabora3ng around standards governing the eco-design of digital services28. Published in May 2024, 
this policy framework relies on concrete and prac3cal drivers to efficiently design a digital content 
such as using the best codecs, adap3ng video resolu3on to screensize and empowering end users to 
beYer control the digital service and tailor it to their needs. 
 
Mobile network switch-off and future networks 
The GSMA agrees with the European Commission that new technology will enhance sustainability 
efforts. In this equa3on, suppor3ng and facilita3ng the switch-off of mobile legacy networks and the 
migra3on to new technologies is key.  
 
Overlapping technologies are a large source of energy use and result in large parts of the radio 
access being duplicated. The main barriers to switching off energy-intensive legacy technologies are 
the installed base of end-user devices and the regulatory incen3ves or obliga3ons to keep legacy 
technologies in use. The environmental costs of keeping an energy-inefficient technology running 
swidly exceed the social benefits of imposing obliga3ons on mobile operators (e.g., to provide 
connec3vity for legacy 2G services). 
 
Therefore, it is not desirable nor efficient for mobile network operators to run, in parallel, 2G and 3G 
networks while deploying 5G. Such a strategic and commercially impacuul decision is the preroga3ve 
of operators. Regula3ons should not hold them back from switching off outdated technologies and 
thus delaying migra3on to more efficient, contemporary systems, nor require it.  
 
For example, eCall Regula3on mandates a solu3on for emergency calls that is mostly reliant on 2G 
(whereas regula3on should be technology-neutral and cater to future network developments). The 
European Commission and Member States must support the roll-out of future mobile networks and 
always properly balance it with the need for a certain func3onality to con3nue for some 3me. 
Furthermore, constraints on maintaining legacy networks means high, and increasing, energy 
consump3on. 
 
The priority for all par3es in the eCall delivery chain is to work together to successfully make the 
transi3on happen from Circuit Switch (CS) eCall towards Next Genera3on (NG) eCall — which is over 
IP Mul3media Subsystem (IMS). 
 
Future networks will bring added security levels to communica3on technologies and contribute to 
the important climate targets by a significant reduc3on in energy consump3on. None of these 
ambi3ons can be fulfilled using old technologies brought to the market in the 1990s. It is therefore 
important to foster the adop3on of new technologies to support the green transi3on. 
 
6G is an3cipated to be the primary mobile technology in the 2030s, suppor3ng the UN Sustainable 
Development Goals through global coverage, sustainability and security. It will offer ultra-fast data 
rates, lower latency, increased energy efficiency and greater reliability. The European Commission 
should ensure 6G supports a net-zero carbon trajectory and aids other sectors in achieving 
decarbonisa3on. 
 

 
28 ARCEP, ARCOM, in connecAon with ADEME, DINUM, CNIL, and INRIA, May 2024. General Policy Framework 
for the Ecodesign of Digital Services. General policy framework for the ecodesign of digital services version 
2024 (arcep.fr) 

https://www.arcep.fr/uploads/tx_gspublication/general_policy_framework_for_the_ecodesign_of_digital_services_version_2024.pdf
https://www.arcep.fr/uploads/tx_gspublication/general_policy_framework_for_the_ecodesign_of_digital_services_version_2024.pdf
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Commercially led infrastructure sharing 
Infrastructure sharing led by operators is an essen3al component of the telecom operator’s 
decarbonisa3on strategy since it (1) helps reduce energy consump3on; (2) allows a reduced number 
of mobile sites (without any impact on service quality or coverage) and hence radio emissions of 
networks; and (3) avoids infrastructure overbuilding, thereby delivering environmental and economic 
benefits.  
 
In addi3on, voluntary RAN sharing agreements allow par3es to meet the high expecta3ons on 
investment in terms of 3ming, quality and coverage and improve mobile coverage with minimum 
environmental impact. RAN sharing agreements contribute to EU environmental goals, as they 
reduce the number of mobile sites (without any impact on service quality or coverage) and thus their 
environmental impact. They also contribute to reduced energy consump3on.  
 
Further incen3ves could mo3vate commercially agreed network and infrastructure sharing. Although 
commercially agreed network and infrastructure sharing agreements have merit, they incur 
transac3on costs that, in some cases, can only be completely offset by a single decision-making 
en3ty. Thus, a more lenient stance on in-market consolida3on would help reap environmental gains 
through op3mal network management and reduc3on of network duplica3on. 

Pillar III: Secure and Resilient Digital Infrastructures for Europe 

Secure and Resilient Digital Infrastructure 

The Commission’s white paper considers the role of quantum and post-quantum technologies. It 
should also emphasise the need for con3nuous improvement in the resilience and security of the 
digital infrastructures across the EU, which are essen3al for the digital infrastructure of tomorrow.  
 
Digital infrastructure will evolve with technology, leading operators to adopt virtualised, sodware-
defined, cloud-dependent systems. This evolu3on will broaden the aYack surface as more actors 
become involved in the digital value chain beyond mobile network operators.  
 
Mobile operators are responsible for delivering highly secure and resilient networks and products 
and must manage risks and supplier dependencies. The current mandate has given rise to some 
crucial security- and resilience-related legisla3ve and non-legisla3ve ini3a3ves (CER, NIS2, CRA, 
DORA, 5G toolbox, etc.) seeking to ensure the whole supply chain of the future will be secure and 
resilient.  
 
Therefore, it is important to ensure EU law is well implemented in the Member States. For instance, 
streamlining repor3ng and vulnerability handling at the EU level is essen3al to respond to upcoming 
challenges. The current fragmented landscape, exacerbated by specific na3onal laws, risks market 
distor3on and security weaknesses. For deploying 5G standalone, operators must be able to rely on 
shared, cloud-na3ve and resilient networks across EU borders for specific func3ons. 
 
To further enhance security and resilience, the Commission should con3nue working with ENISA, 
Member States and industry on the development of EU cybersecurity cer3fica3on schemes based on 
exis3ng standards, following a risk-based approach to security and resilience. These need to be 
delivered in a 3mely manner to support the implementa3on of the aforemen3oned legisla3ve 
ini3a3ves. 
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Finally, we invite the European Commission to assess the development of cyber-ra3ng agencies and 
their impact on the EU market and rated en33es. Such ac3vi3es could benefit from a minimum 
common set of rules at EU level regarding solid methodology, transparency and informa3on.  

Towards secure communica=on using quantum and post-quantum technologies  

Quantum compu3ng will pose challenges for the security of digital infrastructures. It is already a 
reality and it will evolve rapidly in the years to come. Quantum security can be achieved by different 
means, i.e., Quantum Key Distribu3on (QKD) and Post-Quantum Cryptography (PQC). These means 
should be seen as complementary, and we should not focus exclusively on PQC, but also engage in 
work on QKD so that the EU does not get led behind, compared to its peers. 
 
 
 
By inves3ng in both QKD and PQC, the EU can ensure robust protec3on for digital infrastructures, 
and a way forward for Europe could be that the Commission considers:  
 
§ Funding for research and development in both QKD and PQC,  
§ Encourage collabora3ons between government agencies, academic ins3tu3ons, and private 

sector companies to accelerate the deployment of quantum security solu3ons,  
§ Standardiza3on aspects, and 
§ Inves3ng in the necessary infrastructure to support the widespread implementa3on of QKD. 
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Annex: Barriers to a Telco Single Market in the EU 
 

Barrier 1: Law Enforcement 
1. Descrip3on of the problem  

Nature of the 
problem  

Lawful intercept (‘LI’) and data retenAon requirements at a naAonal level existed long 
before the Single Market and introducAon of European regulatory frameworks. Law 
enforcement has also remained a devolved competence of Member States, in terms of 
the specifics of implementaAon.  

As a consequence, there has never been a fully harmonised approach to lawful intercept 
guardrails.  

This situaAon has been exacerbated by the complexiAes of emerging technologies, types 
of providers and an increase in the reliance of such requests to support evidenAal 
proceedings.  

In parAcular: 
§ As noted there is no harmonised framework for  lawful intercepAon obligaAons at a 

European level. 
§ The EU Council ResoluAon (1995) summarises the needs of law enforcement agencies 

across Europe to enable lawful intercepAon, encouraging Member States to implement 
the corresponding  requirements into naAonal law. However, this resoluAon did not 
place specific obligaAons on telecommunicaAons providers.  

§ Most naAonal rules are directed at ‘tradiAonal’ telecoms operators only. There is 
therefore no level playing field between communica3ons services provided over the 
top (e.g., WhatsApp) and network-based personal communicaAons services.  

§ Despite the fact that the EECC brought all types of interpersonal communicaAons into 
scope, the actual regulaAon of lawful intercept and disclosure obligaAons towards OTT 
players is lagging behind the technology evoluAon, in parAcular given the significant 
increase in the use of such OTT services (as replacements for tradiAonal telecom 
services). For example, many of these OTT services operate without being established 
within a Member State, or having to fulfil the noAficaAon duty to operate.29  

A number of these issues have been idenAfied of the High-Level Group on Access to Data 
for EffecAve Law Enforcement,30 which clearly recognises the lack of consistency with 
respect to data retenAon rules (both from a geographic perspecAve, and also with respect 
to the targets of data retenAon obligaAons).  
 
We would urge the Commission to carefully consider these recommendaAons as part of 
their review of the law enforcement framework. 

Magnitude of the 
problem  

§ The requirements, processes, systems and personnel supporAng mandatory LI 
obligaAons are naAonal. As a consequence, the opera3on of communica3ons 
networks and the provision of communica3ons services require a unique set-up in 
each Member State to support LI.  This prevents efficiencies that could arise from 
centralising and leveraging best pracAce.   

 
29 NI-ICS are not required to noAfy naAonal regulatory authoriAes that they are providing services in their 
market.   
30 1105a0ef-535c-44a7-a6d4-a8478fce1d29_en (europa.eu)   
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§ The lack of common systems, processes and approach between Member States also 
impedes Amely responses to sharing informaAon to address cross-border criminal 
ac3vity.31 

Examples  See above. As menAoned under “nature of the problem” each Member State has its own 
approach to lawful intercepAon. 

 
2. Root causes of the problem  

Problem drivers  The opportunity to create a hamonised framework for law enforcement rules across 
Europe remains challenging: 
§ Security is not an exclusive EU competence that prevents the creaAon of a harmonised 

framework.  
§ Member State governments show significant support for maintaining naAonal 

sovereignty for issues concerning naAonal security (including intercepAon).  
§ The cost of implemenAng LI requirements is borne by the operator in the majority of 

cases, therefore the burden on government is low – it is unlikely that they would want 
to see this change.  

3. Future evolu3on of the problem  

Likely evoluAon of 
the problem 

Without a more harmonised approach across Member States, and one that takes into 
account technological evoluAons, these issues will be exacerbated over Ame.  

§ In parAcular, as technology develops, new capabiliAes are enabling criminal acAvity to 
cross borders seamlessly. For example, criminals are increasingly looking to alternaAves 
to tradiAonal communicaAon services to communicate and coordinate, with a view to 
avoiding intercepAon (e.g., OTT communicaAons services that are end-to-end 
encrypted). 

§ As relevant regulaAon remains at the Member State level, its effecAveness in 
addressing such cross-border, pan-EU communicaAons and acAvity remains impaired.  

§ In addiAon, as the reliance on digital communicaAons as evidence in criminal cases 
grows, the number of law enforcement informaAon requests rises year on year.  In this 
environment, the different rules among Member States adds an increasing operaAonal 
burden on communicaAons providers and also allows criminals to target the 
weaknesses in the current fragmented systems.  

§ While the upcoming e-Evidence rules may help miAgate some of these developments, 
it does not change the need for a more harmonised approach to LI across 
communicaAon services.  

  

 
31 Reference: “Lawful intercep2on – A market access barrier in the European Union”? - ScienceDirect 

https://www.sciencedirect.com/science/article/abs/pii/S0267364923000778
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Barrier 2: Na6onal Security Requirements  
1. Descrip3on of the problem  
Nature of the 
problem  

AddiAonal naAonal security requirements (such as incident reporAng) chip away at the 
advantages of the Single Market and come at a significant cost for businesses. 
§ Increasing localisa3on and sovereignty requirements32 impair network operators’ 

ability to scale operaAons. This reshoring of capabiliAes into naAonal territories may 
disrupt carefully tailored capabiliAes and operaAng models, removes synergies of 
plavorms, results in loss of efficiency and consistency for incident responses and 
renders collaboraAon with partners naAonally, regionally and internaAonally more 
challenging. It may result in costly duplicaAon and crowds out investment, including in 
future security capabiliAes. This would create barriers to the free movement of goods 
and services in the EU. 

§ Security clearance procedures and velng personnel in mulAple countries is Ame-
consuming and cumbersome or someAmes not even possible. Security velng levels in 
different countries might also not be the same, so the recogniAon of security clearance 
in one country might not be enough for another. 

§ Fragmenta3on caused by unharmonised, addiAonal naAonal security requirements 
increase the cost for businesses without benefiAng the security and resilience of 
networks. For example, relevant DirecAves (EECC, NIS2) do not have a fully harmonised 
implementaAon and allow Member States to add specific naAonal requirements. 
However, the resulAng different reporAng and noAficaAon requirements, for example, 
require extra operaAonal resources, and this undermines effecAveness and consistency 
in incident management. It increases the compliance risks for companies without 
increasing network resilience.  

§ Non-technical / poli3cal requirements on grounds of naAonal security increase 
uncertainty for businesses for future planning. These regulaAons, owen moAvated by 
public and naAonal security concerns, prohibit telcos from implemenAng shared or 
uniform systems and funcAons or using personnel across borders. They not only 
increase operators’ costs, but also prevent them from building best-in-class secure 
networks. Imposing restricAons on cross-border operaAons eliminates the possibility to 
create geographically distributed redundancies such as storing data in several data 
centers located in different Member States and enabling networks to be run from a 
neighboring country. It also hampers the use of scarce, highly qualified security 
personnel and state-of-the-art faciliAes like security operaAons centers across borders. 
This makes it difficult in pracAce to build, deploy and operate networks across borders, 
implement best pracAces and capture financial synergies.  

Magnitude of the 
problem  

LocalisaAon requirements and fragmentaAon act as a barrier to a Single Market in 
telecoms, with telcos unable to take advantage of the economies of scale that would 
come with the ability to improve the resilience of networks through coherent security 
measures across the EU. 

Examples § Localisa3on and sovereignty requirements: Several EU Member States have decided 
to reshore Network OperaAons Centres (NOCs) and Security OperaAons Centres (SOCs) 
inside their country or at a minimum within the EU. This will lead to fragmented and 
sub-scale NOCs/SOCs, reducing the ability to leverage capabiliAes across the EU to 
assist with incidents and cyber events in any single Member State. 

§ Fragmenta3on: When implemenAng the security provisions of the EECC the type and 
nature of incidents requiring reporAng varied across Member States, including 
reporAng thresholds, the number of users affected, duraAon of the incident, etc. 
Despite further harmonisaAon efforts, this could sAll be an issue when transposing 
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NIS2, both in terms of differences between countries and sectors. Therefore, Member 
States should refrain from adding further requirements at naAonal level. 

§ Non-technical / sovereignty requirements are found in many naAonal security 
legislaAons, allowing the introducAon of addiAonal measures at a later stage on 
grounds of naAonal security. This leads to uncertainty for business planning / 
investments.  

2. Root causes of the problem  

Problem drivers § A challenging geopoli3cal environment understandably drives naAonal security 
concerns, but naAonal reshoring and a fragmented security landscape undermine the 
creaAon of resilient security capabiliAes.  Without examining the impact thoroughly 
and cooperaAng closely with industry stakeholders, this fragmentaAon risks 
undermining both businesses’ and also Europe’s resilience and compeAAveness.   

§ Security is not an exclusive EU competence that prevents the creaAon of a 
harmonised framework, as it allows Member States to add requirements. 

3. Future evolu3on of the problem  

Likely evoluAon of 
the problem 

If the trajectory conAnues as it has done over the last years, the trend towards 
renaAonalising and reshoring is going to get worse and lead to more fragmenta3on. This 
prevents network operators from developing a centralised network architecture that can 
take advantage of scale and centralised operaAons. At the same Ame, it undermines the 
vision of the Single Market and European CompeAAveness.   
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Barrier 3: Technical Regula6on of Personal Communica6on Services 
1. Descrip3on of the problem   
Nature of the 
problem 

The EECC regulates all ‘interpersonal communica3on services’ (ICS) including number-
based ICS (NB-ICS) such as tradiAonal mobile telephony services, and number- 
independent ICS (NI-ICS), such as WhatsApp or FaceTime.  

The key issues in the technical regula3on (i.e. beyond the lawful intercepAon and security 
requirements outlined above) of these services stem from the significant differences in: 
§ How technical regulaAon is applied in each Member State to NB-ICS 
§ The level of regulaAon applied to NB-ICS versus NI-ICS, with the former being subject 

to a much heavier regulatory regime, including separate na3onal no3fica3on regimes 

The consequences of this include: 
§ The inability to provide a pan-EU NB-ICS, given that compliance and operaAonal 

requirements differ in each Member State.  
§ Services that are considered as funcAonally equivalent by end users are subject to 

different compliance obligaAons, impacAng the protecAons experienced of end users 
and creaAng an uneven regulatory playing field.   

Magnitude of the 
problem 

CumulaAvely, these issues act as a barrier to a single market in telecoms, with telcos 
unable to take advantage of the economies of scale that would come with the ability to 
innovate and deliver services across Member States. 

Examples  The following are examples of areas where regulaAons diverge between Member States: 
§ Numbering Rules:  Accountability for defining the numbering plan remains with the 

naAonal regulatory authoriAes. Depending on the Member State, the way numbers 
may be assigned and used differs dramaAcally.33  

§ Calling Line Iden3fica3on (CLI): This then leads to challenges with the CLI (the number 
presented to the dialled party). These rules are primarily in place to prevent end users 
from spoof/fraudulent/scam calls, as they give certainty about the origin of calls, but 
the rules differ from market to market.34  

§ An3-Fraud Measures: In addiAon to CLI, in some markets there are specific measures 
in place that require operators to block calls that have a ‘suspicious’ CLI (for example, a 
call with a naAonal CLI, entering the country from abroad). However, these rules are 
not uniform across the Member States.  

§ Emergency Calling: The technical requirements of how emergency calls must be routed 
are different in each market, as are the rules on what and how caller informaAon is 
provided to the emergency authoriAes.35  

NI-ICS do not need to comply with any of the above requirements.  

2. Root causes of the problem  

Problem drivers  § Asymmetric implementa3on of the EECC: The EECC is a DirecAve, and therefore a 
significant degree of divergence remains in the detail of its implementaAon.  

 
33 For example, in France, there is no longer a ‘geographic number’ concept. But in Hungary, there is strict loca2on-based 
requirements, meaning a ‘geographic number’ can only be assigned to and used by a customer in the relevant geographic 
loca2on associated with the number. 
34 For example, it is possible in Denmark to use a geographic number as the CLI for a voice service that runs on a laptop, an 
IP phone or a mobile phone.  However, in Spain, for all these use cases, only a nomadic number is permissible. 
35 For example, in Ireland, emergency calls are handed to a central carrier to manage; but in Germany, calls must be routed 
according to the designated responsible emergency service. For example, some countries use a PUSH method for sharing 
loca2on informa2on, where informa2on is shared with emergency authori2es with the call (e.g., France); whereas others 
use a PULL method, where the emergency authority looks up dialler loca2on informa2on in a database (e.g., Finland).  
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§ Equivalent services are not regulated equally: The EECC disAnguishes between NI and 
NB-ICS, and the regulatory obligaAons that apply to them. However (1) end-users see 
these services as funcAonally equivalent and use them interchangeably; (2) there are 
cases where these services interconnect (parAcularly when delivering enterprise 
communicaAons services), yet the compliance burden rests only with the NB-ICS.  

3. Future evolu3on of the problem   

Likely evoluAon of 
the problem 

This issue is likely to increase in severity going forward, due to: 
§ New technologies (such as virtualised networks and cloud plavorms) should allow for 

telcos to develop and deploy centrally managed services that can be delivered across 
the EU. However, the ability to take advantage of these economies of scale is curtailed 
by the need to comply with naAonal rules in each Member State.  

§ NI-ICS services will become increasingly interchangeable with ‘tradiAonal’ 
communicaAons services, yet end users will not be protected in same way when using  
such NI-ICS services (e.g., against fraudulent WhatsApp messages). 
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Barrier 4: Consumer Protec6on Rules in the Electronic Communica6ons Sector  
1. Descrip3on of the problem  
Nature of the 
problem 

There is a lack of harmonisaAon on the rules relaAng to consumer protec3on in the 
telecoms sector. Member States (i) have interpreted and applied the sector-specific EECC 
consumer protecAon rules differently; and (ii) are empowered to add specific rules, 
beyond the EU-level rules  

Magnitude of the 
problem 

§ As a consequence, operators must ensure that each service complies with the naAonal 
rules in the countries they plan to launch. They must therefore deploy services 
differently in each country, for example ensuring there are disAnct terms and 
condiAons for retail contracts, tailor-made for each market.  

§ This acts as a barrier to the launch of pan-EU offers, and prevents operators from 
aFaining economies of scale from such offers, given the addi3onal implementa3on, 
opera3onal and compliance costs.  

§ The problem is most acute for mul3-country business customers who face an 
inconsistent user experience and funcAonality, depending on the rules for each 
Member State.   

Examples  Examples of geographic fragmentaAon:  
§ Provider switching: Different Member States have different requirements for overall 

Ameframe for switching between providers of services.36  
§ Contractual impact of prices changes: In some markets, naAonal legislaAon allows for 

mid-contract price changes, without a requirement to re-open the contract, while 
others do not.  

§ ‘Know Your Customer’ requirements: There are different rules in each country on ID 
requirements needed to conclude a telecoms contract.37  

§ Transparency: Most markets require operators to be transparent, in parAcular, with 
respect to the quality of service customers may expect, but it is required in different 
ways.38  

2. Root causes of the problem  
Problem drivers The main problem driver is: 

§ The proliferaAon of sector-specific customer protec3on rules for communicaAon 
services, beyond horizontal consumer protecAon rules, 

§ Which is exacerbated by the lack of harmonisa3on, with Member States either (i) 
interpreAng and applying the EECC provisions in a market specific way; (ii) introducing 
addiAonal obligaAons at a naAonal level.  

3. Future evolu3on of the problem  

Likely evoluAon of 
the problem 

ConAnuaAon of the same challenge, impacAng ability to create harmonised pan-EU 
services and processes.   

  

 
36  For example, Czechia has a maximum of 4 working days while it is 5 for Hungary. Some Member States don’t s2pulate 
any maximum 2meframe. 
37 For example, there are different approaches on whether ID is required to enter into post-paid or pre-paid contracts (in 
Poland, ID is required for both; in Portugal, only for pre-paid). In some countries there are specific requirements to maintain 
a registry of pre-paid customers, (for example in Spain), which is not a requirement in other markets. 
38 For example: Germany sets out in detail what informa2on is to be included for different service types, including the 
publica2on of coverage maps for mobile based services; Hungary requires general terms and condi2ons to be submi\ed to 
NRA before they are published for review. 



 

GSMA Response to European Commission white paper, 27 June 2024 45 
 

 
Barrier 5: Obstacles to differen6ated treatment of Larger Business Customers 
1. Descrip3on of the problem  
Nature of the 
problem 

Larger enterprise customers are very different in nature from consumers, SMEs and 
nonprofits. Operators serving larger enterprise customers are, typically, bound by very 
extensive bilaterally negoAated legal contracts with a high level of protecAon for 
customers and a high level of transparency.  

Yet, they are owen subject to complex consumer protecAon rules which result in 
redundant or unpracAcable obligaAons and occasionally in unjusAfied threats of 
enforcement acAon from regulators.  

Therefore, acknowledging the objecAve differences and tailoring the regulatory 
environment to the specific condiAons that impact services provided to larger enterprise 
customers would help the Single Market to flourish. 
 

Magnitude of the 
problem 

Many of the consumer-facing obligaAons in the EECC are not fit for larger enterprise 
customers. Where inappropriately applied, they create unnecessary burdens, diminish 
customer experience and disproporAonately increase compliance costs.  

This impacts operator’s ability to scale up business services and, in parAcular, hampers 
efforts to offer cross-border services. 

Examples Due to ambiguiAes in the EECC, operators are arguably subject to the same consumer 
protecAon provisions that apply to individual ciAzens, SMEs and nonprofits, even where 
they are serving large business customers.  

Commercial reality suggests, however, that the transparency measures and tariff 
informaAon associated with individual consumers are far removed from the requirements 
of business customers, parAcularly non-SME businesses.  B2B contracts are almost always 
negoAated bilaterally, by businesses and carriers directly, on a bespoke basis.  Such 
contracts will typically contain tailor-made dispute-resoluAon procedures and other 
protecAons. Nevertheless, business carriers in many cases remain bound by consumer 
protecAon legislaAon, which is typically redundant in their circumstances.   

Examples include: 

§ Periodic obligaAon to report to the naAonal regulator on complaints received from end 
users (Ireland); 

§ ObligaAon to port mobile phone numbers within 24 hours of customer request; 
§ ObligaAon to terminate contracts on 24 hours noAce. 

Compliance with such requirements is a significant cost and resource burden both for 
affected carriers and for naAonal regulatory authoriAes.  
 

2. Root causes of the problem  
Problem drivers The problem amanates  from the lack of clear disAncAon in the ‘protecAon’ regime 

applied to consumers and SMEs versus large enterprise customers in the EECC.  
 

3. Future evolu3on of the problem  

Likely evoluAon of 
the problem 

§ The challenge will simply conAnue, with operators conAnually unable to scale up 
business services and thus hampering operators’ businesses. 

§  

 
 
 


