LEGAL DISCLAIMER

This document contains non-binding terms and conditions for a possible
incentive arrangement between your organization ("Company”) and
Mastercard. It is not an offer or commmitment by Mastercard to enter into
negotiations or into a definitive agreement on the basis of the terms
described in this document. Both Mastercard and/or Company may decide
to withdraw from the discussions at any time without liability or further
obligation to the other, except for a failure to maintain the confidentiality of
this document and its contents. The final terms of any agreement, including
additional standard terms and conditions, between Company and
Mastercard will be contained in a definitive agreement approved and signed
by an authorized representative of each of Company and Mastercard. The
information in this document is confidential and proprietary to Mastercard
and may not be disclosed to any third party or used by Company or its
affiliates for any purpose other than to evaluate the business terms and
conditions of the possible arrangement described in this document.

Information in this document or in any report or deliverable provided by
Mastercard in connection with the possible arrangement relating to the
projected impact on the Company's financial performance, or the results
that the Company may expect generally are estimates only. No assurances
are given that any of.
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Passwordless Check

Forget about passwords and don't waste time resetting them
February 27th, 2024

Julia Faesser - Vice President, Identity & Post Transaction Solutions Eu \
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LANDSCAPE

Passwords are widely used, with the average person handling around 100

across services and websites
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And more...

NORDPASS, TOP 200 MOST COMMON PASSWORDS, 2023.
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PAIN POINTS
Passwords are a pain to consumers — especially when buying online

Consumers forget their passwords, so they must use additional time to reset them - ultimately impacting their
user experience negatively.

Where do you spend the most time resetting your 56% of respondents have to reset their

password?
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o .
password at least once a month - 15 /o doing

so multiple times a week
B Online Banking

M Social Media On average it takes 3min 46sec o reset

B Online Shopping a pOSSWOFd
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9% W Utility

B Online Gaming

mworkascos ' Opline Banking (#1) and

e Online Shopping (#3) o

among the passwords, consumers forget the
most

EXPRESSVPN, SURVEY: HOW MUCH TIME DO YOU WASTE RESETTING YOUR ‘
PASSWORDS? (US,UK, FR, DE), 2022.
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IMPACT

To make things easier, consumers create easy-to-remember and re-usable
passwords — exposing themselves to a higher risk of being compromised

The Top 10 most used passwords
2023 all have one thing in common

o 123456

* admin

o 12345678

. 123456789 >

. 1234

« 12345 It would take a hacker
* password <1 second to crack

« 123 them?

e Aal23456

1234567890

1. NORDPASS, TOP 200 MOST COMMON PASSWORDS, 2023.
2. RELIAQUEST, WEAK CREDENTIALS ARE FUELING A NEW GENERATION OF CYBER TRHEATS, 2022.
3. VERIZON, DATA BREACH REPORT, 2020

Cyberattacks at a glance

24B

Credentials have been breached
since 2016-20212

81%

Of hacking-related data
breaches can be attributed to
weak or stolen credentials?
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BIOMETRICS

There is a better way to authenticate consumers — success rates in
payments clearly proof the value of biometrics

‘ Challenge Success by Authentication Method*

2023 Q2 % of Fraud

Authentications

SMS OTP 15% 1.8x

*Method as reported by ACS providers, Europe, 2023 Q2

e online purchases gsmg
hentication

Secur .
Biometric Aut
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FIDO

Mastercard leverages the FIDO Orssouoa AMAZON
authentication standard to support reducing
our reliance on passwords S — [ omsrane

IDENTITY

FIDO (Fast Identity Online) authentication is

f .d " based on public key cryptography and leverages
-H O a consumer's personal device, such as a mobile

phone, for secure and simple authentication @ieon  jtel 1nTUIT s

@gis EEITIAN Google {()y oEMIA

Mastercard leverages FIDO to create secure,
seamless user experiences

m L. J ] J E ‘ mastercard
=

= Embracing passkeys in user authentication and payment
@) journey across traditional and emerging use cases, “R'ék ddcomo O Onespan p PNCBANK
" including: i
* Issuer Cardholder Authentication Secme RS/A | sameuno
* Merchant Login and Consumer Authentication
* Innovation areas, potentially incl. P2P, Bank Account, and orom @ TeusTey
Commercial payments

Effective data sharing for sensitive use cases such as @ YAHQO!
< payments and financial transactions. Our authentication

rails are complemented by FIDO integrations.
More than 250 members globally




DEMO

Bring it to life - FIDO
biometric
GUtheﬂtICOtIOﬂ fOI’ Checkout Order Summary

p O >/ m e n t O U t h e n ti C O ti O n 01 Customer Info 02 Shipping Details : B s Tore $125.00
. free-: ] x 1 quantity
(EMV 3DS browser in

Debit / Credit card Subtotal $500
flow step up)

5534 0 3456 Shipping Free

Total $129.00

‘ %Pay ‘ Apple Pay

f:;’: Pay) Google Pay




OUR VISION

Mastercard's vision for authentication will unlock the full potential of
online purchases
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performance
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All FPANs Data Al Biometrics > v Improved approval
converted to shared across powered risk when active v Reduced fraud
tokens eco-system on assessment authentication )
all transactions is needed ¥’ Best-in-class UX
based on
industry 9 EMVCo. f'ido W3C®
standards
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	This document contains non-binding terms and conditions for a possible incentive arrangement between your organization (“Company”) and Mastercard. It is not an offer or commitment by Mastercard to enter into negotiations or into a definitive agreement on the basis of the terms described in this document. Both Mastercard and/or Company may decide to withdraw from the discussions at any time without liability or further obligation to the other, except for a failure to maintain the confidentiality of this document and its contents. The final terms of any agreement, including additional standard terms and conditions, between Company and Mastercard will be contained in a definitive agreement approved and signed by an authorized representative of each of Company and Mastercard. The information in this document is confidential and proprietary to Mastercard and may not be disclosed to any third party or used by Company or its affiliates for any purpose other than to evaluate the business terms and conditions of the possible arrangement  described in this document.��Information in this document or in any report or deliverable provided by Mastercard in connection with the possible arrangement relating to the projected impact on the Company’s financial performance, or the results that the Company may expect generally are estimates only. No assurances are given that any of.
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